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ABSTRACT

The expansion of computer networks and the use of Internet in every
side of our life, and the importance of Computer and Network security, ,
computer aided learning Security System is utilized to make many
security attacks and services easier to be applied and understood by

students and other people.

The proposed system will mainly be divided into two parts,
Application mode and Documentation mode. In the two modes, the
system will be in two parts. Attack and Defense. In the Attack and
Defense, the well known security tools will be covered. In the application
part, each one of the tools will be applied by using a program that will
help to obtain the project purpose. In the Documentation mode, a brief
description that describes what each tool is doing. The user of the project
will have the ability to add new programs and testing it in order to expand
the system in the future in the application mode.
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Chapter One
| ntroduction

1.1 Background
The benefits and the properties used in informatiarfare system

can be used to design a training security systatishused in laboratory
to be a project that helps for understanding coempaind network

security.

So, Information warfare is closely related to istractural
warfare, which involves the disruption of a goveemn without
necessarily causing direct loss of life. As morenpaters are connected
to systems used by society as a whole, the capatuluse computers to
engage in infrastructural warfare has been incrkatke engineer has
historically been of significant value to those agegd in warfare. Today,
computers are commonly used to affect computerizemimand and
control systems for the modern, digitized battlefieAt their core,

computers are developed, and remain today, as wedpp

One factor often overlooked in the engagement offasa or
conflict is the consequences to the adversary. fou¢he wide and
sweeping capacity of computers to operate systemnsatto society and
necessary for life (such as medical, traffic, amecantrol systems), the
aggressor must take special note to consider theecuences of any
actions taken against computing platforms. The eggpr should not seek
to perform reckless harm. While it may be convenien consider it
fundamentally wrong to inflict harm in any conteXhere are precedents
for just war, and it is very difficult to conceivad any job or operation
which is taken in the proper context. It is totaflge of producing
harm [3].



Many tools, which may be used to attack computaes,available
for free, these include [1]:
I Network Scanning Tools
I, Password cracking tools
iii.  Denial of service tools

Iv.  Cryptography tools

These tools may be used to identify the vulnertidslipresent in
computers attached to a company’s or governmeantigpater networks,
crack and defeat password systems, effectively denwrganization’s
computers, the ability to provide the services Wwhare required to be

performed, and establish private communicationsaetsvely [1].

1.2 Information Warfare:
Information warfare covers a broad subject and liysitaonly gets

one-sided coverage. Too often these days all we &Akaut is how
computer hackers have hacked into a bank or hoveva virus has
infiltrated our home and business computers. Paejpale the paper, listen
to the radio and watch the daily news only seeing laearing what the
media’s perception of what information warfare I\M/ is the offensive
and defensive use of information and informatiorsteys to deny,
exploit, corrupt, or destroy, an adversary's infation, information-based
processes, information systems, and computer-baséworks while
protecting one's own. Such actions are designeatiweve advantages

over military or business adversaries. [13]

Operational Security (OPSEC) and Information Seguri

(INFOSEC), also play a key role in information vaad. To protect your



assets from an attack, you need to have a firmrstataing on these

topics and implement them in your daily personmel business routine.

1.3 Operational Security (OPSEC)
OPSEC is the process of denying information to exhrees about

capabilities or controlling and protecting uncléissli evidence of the
planning and execution of sensitive activities. BESocuses on having
a good understanding of enemies decision makeristyako collect
reliable, adequate, and timely intelligence andenvimtegrated with other
capabilities, it can shape to our advantage theradvy’'s knowledge and
beliefs about our operations. To implement OPSEfecsvely, it's
Important to have an effective security awarenasgram. Some key
items that should not be discussed in an unsecuagther are [13]
I. Usernames and/or passwords
li. Specific network configuration, which could includ&ernal IP
addresses and placement of perimeter security @gvic
lii. Specific private information related to key deamsioakers.
Iv. Any critical information that if, in the wrong hasdcan, be
detrimental to your company. (i.e. roll-out dates fiew products

or drawbacks due to competitor success)

It is clear from these examples that OPSEC is tcakipart of
everyone’s daily routine and justifies why you ndeddevelop ways to
protect critical information that if in the wrongids can be detrimental

to you or your company [14].



1.4 Information Security (INFOSEC)
Information security merges the technology anchneqes of

computer security, communications security, emanati security,
physical security, and personnel security to ptotata, services and
other resources. One of the first steps to makNfgASEC work for you
IS to put together a policy for you and your compaAn effective
INFOSEC policy should cover some of the followingas [13]:
I. Responsibilities; who is responsible for implemegti and
administering the security policy.
ii. Anti-Virus policy and update guidelines.
lii. Specific guidelines for users to include use of atnand the
Internet.
Iv. Firewall and Intrusion Detection System (IDS) pyplic

v. Define a backup policy.

INFOSEC policy like OPSEC, user awareness iscatitio making
INFOSEC work for you. What good is it to define dgiines for the users
if they don’t know or understand the policy? Undansling INFOSEC is
important in guarding against hacker warfare ahemoattacks against the

information systems

1.5 Information Warfare Types
Here is a brief look on the major information waeféypes with a

concentration on the computer network warfare ackéa warfare as
follows [15].

i. Electronic Warfare

Electronic Warfare is any military action involvirtge use
of electromagnetic energy to determine, exploiuc® or prevent

hostile use of the electromagnetic spectrum anéracivhich



retains friendly use of the electromagnetic spaeirilectronic
Warfare is broken down into three sub-areas. Eeaatr attack,
electronic protect and electronic support. Eleatrositacks are
actions taken to prevent or reduce an enemy’s tefeease of the
electromagnetic spectrum, such as jamming andrelaaggnetic
deception. Electronic protections are actions talecounter an
enemy’s use of EA against us. Electronic suppomvipies
information required for decisions involving elestic warfare
operations and other tactical actions such as tthmeaidance,

targeting, and homing [15].

I. Command and Control Warfare

Command and control is the use of OPSEC, military
deception, psychological operations and electra@idare to deny
information, influence, degrade, or destroy aduwgrssommand
and control capabilities, while protecting friendtpmmand and

control capabilities against such actions [15].

Psychological Warfare

Psychological warfare is planned operations to egnv
selected information and indicators to audiencesftaence their
emotions, motives, objective reasoning, and ultatyatthe
behavior of organizations, groups, and individu&sychological
warfare can consist of dropping leaflets on thgeted audience to

obtain the desired effect or goals [15].



iv. Hacker Warfare

Hacker warfare is probably the most familiar partiof
information warfare. This type of warfare is alsmolwn as
computer network operations and is often portragemovies and
headlines. Hacker warfare is one of the biggesisaoé IW where
the military and civilian lines get mixed up anduystart to see
military attacks on civilian companies to gain aided affect on an
enemy. For example, to slow production of tanksdonrenemy’s
army, our military could launch computer networkaeks against
the company’s production line computers.

There are two areas of hacker warfare, offensivd an
defensive. Offensive or computer network attackdedined as
operations to disrupt, deny, degrade, or destrdgrnmation in
computers and computer networks, or the computedsnatworks
themselves.  Computer network attack can origirffeden an
organized hacker group, a nationally supported éagkoup or an
individual. Nationally supported hacker activitypmars to be on
the rise [13].

Any time a firewall or anti-virus software installe
computer network defense were performed. Protectigainst
computer network attack can include firewalls, uston detection
system’s. All of the above should be included itfmpany’s

information security policy and personnel inforratsystems.

v. Economic Intelligence Warfare

It can be defined as the economic impact of infdiomna
warfare on a country or company. There are twosaoé@conomic
intelligence warfare, information blockade and mnfiation

imperialism. Information blockade is a blockade ioformation



channels similar to an economic blockade. A nabortompany
would cut-off the targeted countries access toidatmformation.
This blockade would hopefully cripple the economyhe targeted
nation. Information imperialism can be defined atans holding
new technology or information within its bordersaffer national
companies an advantage over competing companie®ethéh
information blockade or information imperialism daa called war

Is a debatable question [14].

1.6 Literature Survey
Research by Mary Gillam predicated upon the folloywremises:

First, the exploitation of “information” as a weapas changing the
nature of warfare. Second, although there are numbates about the
reality of the IW threat, postulates that adveedalWW tactics pose a
legitimate threat to security infrastructure. Fipalthe Department of
Defense (DOD), the Joint Staff, and the Servicestmemain actively

committed to combating the IW threat in the 21sitoey [4].

In Mostow |. research the Internet Attack SimulaftAS) that
simulates information attacks directed against ndte/ was presented.
The IAS simulates three attack scenarios: deniakofice, unauthorized

access and spoofing 'dtIAS environment is a high-fidelity real-time
model [5].

The Eric J.Holdaway research shows that the pasdefenses
cannot shed their essential weaknesses, that dueytbe initiative to the
adversary and that they rely on fallible humanvatgtito maintain them,
there is still much that can be done to strengthem before resorting to

active defense. Active deception and counterattackisied out by



properly constituted units can contribute signifita to the defense

strategies [6].

The security issues that are involved in estabilghnetwork
interoperability were also considered in a thegisShsan C. McGovern.
The network environment is defined in terms of msg command
structure, mission area, and control functionswdek and information
protection were discussed in terms of minimizinge tthreats to
information systems security. Information systemerugquirements are
defined and some of the security mechanisms regjumemeet those
requirements is discussed. Current solutions toursecnetwork

interoperability were surveyed [7].

Donald Welch and Greg Conproposed and justified an outline
framework for an information warfare simulation.elsimulation model
covers four categories of objects, these are naldieeas, connection,
interaction and infotron, and they also presentlysmsa from two

examples scenarios [8].

1.7 Thesis Objectives
The main objective of this thesis is to explthe new coming

research area associated with the information systand information
technology, called information warfare. This theséxplains the
information warfare definition, types, and struetufherefore, to achieve

such objectives the following goals were proposed t
1. Distinguish the attacks that affect computers agtavarks.
2. Distinguish defense strategies that deal with tiadiseks.

3. Design and Implement Computer Aided Learning Systam

parts: Application and documentation by simulatmgst office



common attacks actions in computers network and the
corresponding defense actions in the applicatiomt Eand
explaining each action in a brief description ie tftocumentation

part.

1.8 Thesis Layout
This thesis has been organized to be in five chapte

* Chapter two presents the theory of computer networks basics,

Internetworking, network security, security threatsl defense.

* Chapter three It gives a detailed view about the computer
network warfare parts, functions, and the IW teqbes designed

in attack and defense.

 Chapter four describes the attack and defense stages of the
implemented warfare, presenting the implementedynam in
each of the six types of attack stage, and théypes of defense
stage. The six types of the attack stage are argchiacking,
password sniffing, e-mail activities, viruses anortpscanning
while the six types of the defense stage are ietrutktection,
security check, network monitoring, e-mail protenti virus

scanning and encryption.

» Chapter five includes the conclusions and suggestion for future

works.



Chapter Two

Network Security and Threats

2.1 Introduction:

The fields of computer networking and today's Imétrtrace their
beginnings back to the early 1960's, at time atciwhhe telephone
network was the world's dominant communication woekw The
telephone network uses circuit switching to trartanformation from a
sender to a receiver — an appropriate choice githet voice is
transmitted at a constant rate between sender andiver. Given
Increasing importance (and great expense) of coenpuh the early
1960's and the advent of timeshared computersast perhaps natural to
consider the question how to hook computers togethehat they could
be shared among geographically distributed usdrs. tiaffic generated
by such users was likely to be intervals of activiuch as sending a
command to a remote computer, followed by periddsactivity while

waiting for a reply the received response [25].

The work at MIT, Rand, and NPL laid the foundatidos today's
internet. But the internet also has a long histoinya let's build it and
demonstrate it attitude that also date's back #odhrly 1960s, J.C.R
Licklider and Lawrence Roberts, both collegues &fittock's at MIT,
went to lead the computer science program at theadced Research
Projects Agency (ARPA) in the United States [25].

By 1972, ARPAAnet has grown to approximately 15ewdnd was
given its firs public demonstration by Robert Kadtn1972 International
Conference on Computer Communications. The firsst-tmhost

protocol between ARPAnet end systems known as étwank -control



protocol (NCP) was completed. With an end to ematqmol available,
applications could now been written. The first eln@ogram was
written by Ray Tomlinson at BBN in 1972 [25].

2.2 Computer Networks Basics

The International Organization for Standaatdon (ISO)
proposed a model for computer network protocol iggcture, and as a
framework for developing network protocol standawds with TCP, the
OSI model uses the structuring technique knowmgsring (as shown in
Figure 2.1).

Appllcatlon

Presentatlon

Transport

Networ k

Semon I

Datallnk I

1
Physical I

Fig.(2.1) OSI Layers

The seven layers that compose the OSI model afellag/s from
top to bottom [10]:



Vi.

Vil.

Application layer provides access to the OSI emmment for
users and also provides distributed informationises.
Presentation layer provides independence to thdicappn
processes from differences in data representagiorigx).
Session layer provides the control structure fanmmanication
between applications; establishes, manages, andineges
connections (sessions) between cooperating apphsat
Transport layer provides reliable, transparentsf@nof data
between end points; provides end-to-end error mgoand
flow control.

Network layer provides upper layers with indepergefrom
the data transmission and switching technologieed ut
connect systems; responsible for establishing, tai@ing, and
terminating connections.

Data link layer provides the reliable transfer aformation
across the physical link; sends blocks (frames)h wite
necessary synchronization, error control, and ftowtrol.
Physical layer concerned with transmission of wustired bit
stream over physical medium; deals with the medani
electrical, functional, and procedural charactessto access

the physical medium.

2.3 TCP/IP

The TCP/IP and the concept of internetworking isvedt@ped
together, each shaping the growth of the otherlnd&rnet under TCP/IP

operates like a single network connecting many aderg of any size

and type. Internally the Internet is an interconioec of independent

physical networks linked by Internetworking devices



TCP was developed before OSI. Therefore the layetise TCP/IP
protocol do not match exactly with those in the @%®idel. The TCP/IP
protocol is made of five layers; physical, datelimetwork, transport,
and application. The application layer in the T&RZhn be equated with
the combination of session, presentation, and egipn layers of the
OSI model [7].

At the transport layers, TCP/IP defines two protecdCP and
UDP. At the network layer, the main protocol isidefl by TCP/IP is IP,
although there are some other protocols that stgaia movement in
this layer. At the physical and data link layer&PVIP does not define
any specific protocol. A network, in a TCP/IP imtet can be LAN,
MAN, or WAN [7].

The TCP protocol is typically used by applicatioimat require
guaranteed delivery. It is a sliding window protodbat provides
handling for both timeouts and retransmissions. &SRblishes a full
duplex virtual connection between two endpointsclE@&ndpoint is
defined by an IP address and a TCP port numbersantplemented as a
finite state machine. The byte stream is transfieire segments. The
window size determines the number of bytes of diatd can be sent

before an acknowledgement from the receiver issszu¥.

The IP protocol is the transmission mechanism ugethe TCP/IP
protocols. It is unreliable and connectionless giatan protocol and also
provides no error checking or tracking. IP assutheaunreliability of the
underlying layers and does its best to get trarsonsthrough to its
destination. If reliability is important, IP muse lpaired with a reliable
protocol such as TCP. IP transports data in is giackalled datagram

which may travel along different routers and mayvarout of sequence



or duplicated. Further details about each fieldl®fheader and their

functions are shown in Appendix A [9].

2.4 Security Attacks

Attacks on the security of a computer system owaet are best
characterized by viewing the function of a compstgstem as providing
information. In general, there is a flow of inforwa from a source, such
as a file or a region of main memory, to a destomatsuch as another file

or a user. The following are the four general categ of attack [12]:

I. Interruption: an asset of the system is destroyed or becomes

unavailable or unusable. This is an attack on algity.

ii. Interception: an unauthorized party gains access to an adsistisl
an attack on Confidentiality. The unauthorized ypamuld be a

person, a program, or a computer.

lii. Modification: an unauthorized party not only gains access to bu

tampers with an asset. This is an attack on irtiegri

Iv. Fabrication: an unauthorized party inserts counterfeit objatts

the system. This is an attack on authenticity.

2.4.1 Passive Attacks

Passive attacks are in the nature of eavesdrompingr monitoring
of, transmission. The goal is to obtain informatitmat is being

transmitted. There are two types of passive attflcXs

I. Release of message content: the information tratesincould be
e-mail messages, important files, or any importaté. The idea is
to prevent the opponent from learning the contehtthese

transmissions.



Traffic analysis: even if the information transmadtis protected by
encryption or any other ways the opponent coulcrdane the
location and identity of communication hosts, theqtiency and
length of messages exchanged which might be usefgliessing

the nature of communication.

2.4.2 Active Attacks

These attacks involve some modification of the ddteaam or the

creation of false one; they can subdivide into four categories [12]:

Masquerade: takes place when one entity pretends to be ardifit
entity. Authentication sequences enabling authdrezetity with a
few privileges can be captured and replayed to iob&xtra

privileges by impersonating another entity.

. Replay: involves the passive capture of data unit andutssequent

retransmission to produce an unauthorized effect.

Modification of messages. means that some potion of legitimate
message is altered or delayed or even recordedadupe an

authorized effect.

.Denial of service: prevents or inhibits the normal use of

management of communications facilities such asbdiisg the
network or by overloading it with messages so aglegrade

performance.

2.5 Network Security Services

Computer and network security research and devedoprhave

focused on three or four general security servibes encompass the



various functions required of an information segufacility. One useful

classification of security services is the follogifil]:

Vi.

Confidentiality: ensures that the information ic@nputer system
and transmitted information are accessible only remding by

authorized parties.

I. Authentication: ensures that the origin of a messaigelectronic

document is correctly identified, with an assuratizg the identity

IS not false.

Integrity: ensures that only authorized parties @t to modify
computer system assets and transmitted informa¥aalifications
include writing, changing, changing status, detgtioreating, and
delaying or replying of transmitted messages.

. Nonrepudiation: requires that neither the sendetim®receiver of

a message be able to deny the transmission.

Access Control: requires that access to informatesources may

be controlled by or for the target system.

Availability: requires that computer system asde#savailable to
authorized parties when needed.

2.6 Security Threats

For the fist few decades of their existence, compoetworks were

primarily used by university researches for sendemail, and by

corporate employers for sharing printers. Undeseahsonditions, security

did not get a lot of attention. But now, as millsoof ordinary citizens are

using networks for banking, shopping, tax retummstwork security is

looming on the horizon as a potentially massivéjam [10].



Most security problems are intentionally causedraicious people

trying to gain some benefit or harm someone. Sorhghe most

perpetrators are listed in table 2.1. It shouldclear from this list that

making a network secure involves a lot more tha keeping it free of

programming error

Tab

[10].

le (2.1) some of the people who can cause

security problems and why

Adversary Goal
Student To have fun snooping on peojdemail
Hacker To test out someorsesecurity system, steal dat

Sales representatiy

refo claim to represent all of Europe, not just elad

Businessman

To discover a competitar strategic marketing pla

Ex-employee To get revenge for being fired
Accountant To embezzle money from company
Stockbroker To deny a promise made to customeniajle
Con man To steal credit card numbers for sale
Spy To learn an enemy military strength
Terrorist To steal germ warfare secrets

or

n

Network security problems can be divided roughlip ifour areas;

Secrecy, authentication, nonrepudiation, and iitiegrontrol. Secrecy

has to do with keeping information out of the hamdsunauthorized

users. This is what usually comes to mind when lgedipink about

network security. Authentication deals with detemmg whom you are

talking to before revealing sensitive informatianemtering into business

deal. Nonrepudiation deals with signatures, while tntegrity is the



assurance to the data to be received as it sembwtiany modification or

duplication or any other changes. [11]

All these issues occur in traditional systems buthwsome
significant differences secrecy and integrity amhieved by using
registered mail and locking documents up. Everyedaym OSI has
something to contribute to security. In the phyisiager, wiretapping can
be enclosing transmission lines in sealed tubetagong argon gas high
pressure. Any attempt to drill into a tube willeate some gas, reducing

the pressure and triggering an alarm [10].

In the data link layer, packets on a point to pbmg can be encoded

as they leave one machine and decoded as theyagtidrer.

In the network layer, firewalls can be installeckeep packets in or
keep packets out. In the transportation layer,rerdonnections can be
encrypted, end to end, that is, process to procabough these
solutions help with secrecy and many people ar&wgthard to improve
them, none of them solve the authentication or fudiation problem in
a sufficiently general way. This causes the numbéreported computer
security incidents and vulnerabilities have inceshsignificantly, as
shown in Figures (2.2) and (2.3) [12].
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2.7 Threat Assessments

Threat can be defined as the combination of cajpakihd a hostile

intent. The reason to concern about attacks upnniation systems, or

information war is

that the means of offence arelely available,

inexpensive and easy to use. Virtually anybody vatitomputer and



technical skills could become a cracker or cybemtest. Moreover the
progress in information technology makes the ebeatrtools available to
conduct such attacks more sophisticated everyday, tbe most
dangerous feature of the IW is that it can be cotetlfrom anywhere in
the world and the possibility of discovering th&aek origin, or even its

presence is extremely difficult.[12]

A recent analysis listed the potential (enemiesjoeting to the
levels of threat, the lower level are the crackersthe hackers with
malicious intentions, sometimes highly knowledgealoh technical
matters and very determined, but often isolatedvetitbut clear political
purposes. Thus, there are some pressure groupsjanizations come
next that fight for specific political causes angjint decide to acquire the
technology in order to attack the information sgste of other
organization or even states. The terrorists come imethe scale: some
groups are becoming increasingly sophisticatedhénuse of technology
and conduct strategic offensive information warfakethe higher level
are the states, many of which now have accessttensgly sophisticated
technology and can acquire the necessary orgammzhtinfrastructure to
conduct both offensive and defensive informatiorrfara. In the last
fifteen years the information systems have beefestda to attacks that
have substantially increased with the growth ofititernet. Due to the
fast space of progress in information technologgharecent years, many
actions are taken by the governments to reducevtiteerability of

natioris infrastructure. Now if technology is helping timations to

establish better defenses, it also helps poteatiamies improving their
capabilities to attack. It is clear, even from therds of the most
skeptical analysts ,that the security of informatsystems must be a high
priority, with the increasing dependence on infaioratechnologies , all



the vital infrastructure are potentially vulnerabdesome sort of external
attack. [12]

2.8 Security Defense Tools

Firewalls, anti-virus software, access control Kwibr without
encryption), updates (patches) to software to cbrresecurity
vulnerabilities and adaptive response tools culyerbnstitute the
majority of defenses against computer network k#taldot only are these
passive measures an important component of infeomadssurance,
should active defenses be employed in a preemgptigeunterattack role,

such defenses are likely to be encountered on hackgstems. For this

reason, we will now examine the main types of sgcdefenses [4].

2.8.1 Firewalls

A firewall is either software, hardware or a condtian of software
and hardware. Analyzing incoming packets of datastrto prevent
unauthorized users from accessing a network, amtheaonfigured to do
So in very specific ways. First, a firewall canesm users by point of
origin; for example, restricted unclassified netkgruse a firewall
configuration that allows only users from a recagdi domain to have
access. It can also be configured to allow onlyazerclasses of users to
access certain applications, third firewall caresorcontent; for example
it can be taught to recognize and exclude execeidde such as Java, or
even a known attack signature. Also it can hideseduports from

scanners [4].

Configuring a firewall involves striking a balanbetween security
and usability. The more restrictive the configuratithe less the ability to

communicate freely through the network and/or betwéhe network and

AR



the Internet. One way to work around this dynamitoiallow free access
from systems known to be controlled by reputabkmiadstrators. This is
called a trust relationship, and it allows effici@@mmunication without
needlessly compromising security as long as thaddunetwork is itself
not compromised. If that happens, the attacker eguloit that trust

relationship to bypass the firewall.

Effective firewall configuration also requires upeksto ensure it can
recognize and exclude newly discovered threats. tRese reasons, a

firewall is only as good as the system administratoo runs it. Once’s
penetrated, as was done to Microsddt it is no longer defending the

network.

2.8.2 Antivirus Software

Effective use of antivirus software can be con®dethe second
line of defense for a network. Viruses are simmif-seplicating files,
and two particular subsets of the virus familyjans and worms, can be

used to compromise a netwsksecurity. Both contain code that will

execute upon receipt of an external trigger, foanegle a date or a
command sent by the attacker. Antivirus software alao complement a
firewall by being configured to scan all incomingnail for known virus

signatures. The increasing prevalence of centi@lytrolled operating
systems (such as Windows NT/2000) makes it muclereés system

administrators to automatically download and idstgbdated virus

signatures, and to schedule automatic virus saamgvery machine in
the networkl[4].
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2.8.3 Access Control

The simplest and longest running way to defend twork is
through access control. Users are assigned ditfeeels of permissions,
which determine which directories and files theyyrma may not access,
and may or may not alter. The most powerful actes3ot access, which
has permission to access and alter any directofijeoon the network.
User access has the least permissions, and isallyprestricted to those
functions needed by the average account holdeexample, e-mail, web
browsing, certain shared applications such as effiatomation, and a

private directory where files created and stordd [8

Varying intermediate levels may exist, such as suger, allow the
system administrators to delegate specific routasks. Access to an
account is typically protected by a password, witiedates vulnerability;
e.g., if any account password can be cracked, kehaan use various
tools to crack the root account and gain acceshdoentire network.
Passwords that are easy to remember are also eagyfqn password
crackers, conversely those that are difficult toespu offer increased
security, but users are more likely to write theowd because they are

also difficult to remember, thus increasing riskcompromise.

System administrators can ensure effective passwecdrity only
by encouraging users to choose passwords thaaayefer each of them
to remember but which are not made up of commordsvor phrases,
and by regularly running their own password craskés identify
weaknesses. Once again, password security is tmolygsas long as the

system administrator has the time, energy, and ttoenforce it [4].
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Chapter Three

Training Systems and Computer Security

3.1 Introduction

There are many common methods which involve thepcen in

the training system, these methods differ from eztbler and the proper

method will be chosen to suit the training simulatbese methods are:

Vi.

The tutorial method: the way of showing the sulgedtsigned to
give the trainer the chance to dialogue with thepoter.

. The drill and practice method: which is more susfidsin getting

more skill and experience by programming the comptd give
serial questions linked to feedback answers anfinishing, it will
give final score and the way to avoid the wrongnans.

The education games: it could be used as a sema And rules,
works to lead the trainer for the proper reactmadcurate his skills

and intelligence.

. The tests method: one of the most important metiddsh include

test programs to get more accurate measuremehedfdiner skills
and frees the instructor from correcting the answer

The problem solving method : since the (problenviag)) is one of
the earlier advantages of the computer, this methed
preprogrammed problems executed to show the waysolving
problems by getting different results due to défarinputs.
Intelligent computer assisted instruction: due tbe tgreat
improvement achieved in the computer system andicat

intelligence, a new field has been found to useséhgystems in



training with computer aides by using the experstayms and
simulation programs.

vii. Simulation method: this is the most useful metlaodl used to
clarify the systems basics and how it works by $atmg them
using similar circumstances with computer aidesis Thethod is
used to simulate the expensive and dangers sys&sasit is very
interesting and helps the trainer to build an imagy picture very
close to the real case which leads him to takeptbper decision for
a cretin situation, this gives the method the drémlibe the most
successful method that gives the trainer the espee and the

knowledge to face the real expected problems ardioe them.

The information warfare simulator is quit similar this method
and uses the same techniques to simulate theaowshon threats that

might face the user of the network systems in tifermation warfare
field.

3.2 IW Attack Techniques

In this chapter chosen techniques have been detussorder to
cover the basics of the IW simulator design inckttaode:

3.2.1 Password Cracking

A password cracker is any program that caorygpt passwords
or otherwise disable password protection. The baka of password
crackers is a simulation tools used to utilize slaene algorithm as the
original password program. Through a comparativayes, these tools
try to match encrypted versions of the passwortthéooriginal. Many so

called password crackers are nothing but brutesf@iegines programs
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that try word after word, often at high speeds. SEheely on the theory
that eventually, will encounter the right word ¢wase [16].

The password cracking process is divided into tsteps [14]:

I. Obtaining a dictionary file, which is really no neothan a flat file
(plain text) list of words (these are commonly redd to as

wordlists).

ii. These words are fed through any number of progthatsencrypt

each word.

li. Each resulting encrypted word is compared with theget
password. If a match occurs, there is better tha@0 gpercent

chance that the password was cracked.

3.2.2 Hacking

Hacking is getting some access on a server we dghoulave.
Servers are set up so that many people can use Tiiesse people each
have different ‘accounts’ on the server like diffietr directories that
belong just to them. The hacking process is doraugh certain points in

the operating system commonly named as a back@bdjs

The backdoor for most intruders provide two or éhmnain
functions:

I. Be able to get into a machine even if the admiaistr tries to

secure it, e.g., changing all the passwords.
ii. Be able to get into the machine with the least arho@ivisibility.

lii. Be able to get into the machine with the least arhofitime.

Also there is a backdoors types such as [17]:

I Password cracking backdoors
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. Login backdoor
ii. Kernel backdoor

Iv.  Process hiding backdoors

3.2.3 Password Sniffing

A sniffer is any device, whether software or harceydhat grabs
information traveling along a network [18]. The wetk could be

running any protocol such as:
I Ethernet
i. TCP/IP
li.  IPX, or others (or any combination of these).

The purpose of the sniffer is to place the netwatkrface into
promiscuous mode and by doing so, to capture alvaor& traffic.
Possible placement for sniffers is shown in FigBu&y

A sniffer is a significant threat because of thiofeing [18]:

I It can capture passwords.

1 It can capture confidential or proprietary inforroat

li. It can be used to breach security of neighborirtg/omks.

Crackers typically sniff only the first 200-300 bgtof each packet.
Contained within this portion is the username aadsword, which is
really all most crackers, wanted. However, it igetthat you could sniff
all the packets on a given interface; if you halve storage media to
handle that kind of volume, you would probably fisdme interesting

things.
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Fig.(3.2) the possible placement for the sniffer

3.2.4 E-Mail Activities

The most popular e-mail activities are [19]:
I.  Worms
ii.  Virus hoaxes

iii. Bombs

3.2.4.1 Worms

A worm is much like a virus, but it does not reguia host
program. Worms may make complete copies of therase@ind spread
through a network quickly, without parasiticallytaathing themselves to

any existing files or programs [18].

Network worms run on more than one computer onnd@cied
network at a time. Each infection on the networkregerred to as

“segment”, with the segments making up the “bodya metwork worm,
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and because of the way worms replicate, they offeread quickly
through networked environments and e-mail, geneEinail worms are
rather new and quickly increasing type , regularfgcting large numbers

of users .

3.2.4.2 Virus Hoaxes

E-mail hoaxes are becoming one of the top coscand
reported incidences. Users should not believe ioiem e-mail,
especially chain letters; it is much like junk mdihe basic idea is that an
authoritative source is warning users not to reathd, pending disaster,

and asking users to send the notice to everyoryektimvy [18].

3.2.4.3 The e-mail Bomb

The e-mail bomb is a simple and effective harassneol. A
bomb attack consists of nothing more than sendiagsame message to a
targeted recipient over and over again. It is a smtsubtle form of

harassment that floods an individual's mailbox wuttk [19].

Depending upon the target, a bomb attack could diallyt
unnoticeable or a major problem. Some people pathfr mail service.
To these individuals, an e-mail bomb could be gosither individuals
maintain their own mail server at their house dicef Technically, if
they lack storage, one could flood their mailboxi dherefore prevent
other messages from getting through. This wouldatiffely result in a

denial of service attack [19].

3.2.5 Viruses

A virus is a small piece of software that piggy+kson real

programs. A virus might attach itself to a progréke a spreadsheet
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program. Each time the spreadsheet program ruagjins runs too, and

it has the chance to reproduce (by attaching tergthograms) or wreak

havoc [17]. There is a wide range of virus’s typash as [20]:

i.
il
iii.
Iv.

V.

Macro Viruses
Partition-Table Viruses
Boot-Sector Viruses
Memory-resident Viruses

Executable Viruses

Computer viruses are programs that must be triggeresomehow

executed before they can infect your computer aysted spread to

Vi.

Others below are some examples [20]:

Opening a document infected with a “macro virus”.

. Booting with a diskette infected with a “boot settarus.
. Double-clicking on an infected program file.

. Sharing infected files on a diskette, network drimeother media.

Exchanging infected files over the Internet via airattachments.

Downloading questionable files from the Internet.

3.2.6 Port Scanning

A scanner is a program that automatically deteasursty

weaknesses in a remote or local host. True scaraersTCP port

scanners, which are programs that attack TCP/IE @ord services and

record the response from the target. In this whgy tglean valuable

information about the target host [21].

Although the scanners are commonly written for efea on

UNIX workstations, scanners are now written for use almost any

operating system. Non-UNIX scanning tools are bengmore popular



now that the rest of the world has turned to thertret. There is a special
push into the Microsoft Windows NT market, becaud& is now
becoming more popular as an Internet server platfdrowever the
scanners are important to Internet security becatissy reveal
weaknesses in the network, so this information ngpartant to the

administrator as well as to the hackers or crad@drs

3.3 IW Defense Techniques

In this section a chosen technique has been disdum

order to cover the IW simulator design in the deéemode

3.3.1 Intruder Detection

Intruder is someone attempting to break into orus®s your
system. The Intrusion Detection System or IDS foors attempts to
detect an intruder breaking into a system or atitagte user misusing
system resources. The IDS will run constantly o& $lgystem, working
away in the background, and only notifying whedetects something it

considers suspicious or illegal [18]

The intruder could be outside or inside one, howdke inside
intruder is likely more dangerous because he kntbedayout of system,
where the valuable data is and what security ptemaiare in place .The
characteristics of a good intrusion detection systee[17]:

I. It must run continually without human supervision.

ii. It must be fault tolerant in the sense that it nsstvive a

system crash and not have its knowledge-base tehtil

restart.
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lii. On a similar note to above, it must resist subearsiThe
system can monitor itself to ensure that it has beén
subverted. .

Iv. It must impose minimal overhead on the system. stesy
that slows a computer to a crawl will simply notused.

v. It must observe deviations from normal behavior.

vi. It must be easily tailored to the system in questiBvery
system has a different usage pattern, and the skefen
mechanism should adapt easily to these patterns.

vii. It must cope with changing system behavior oveetas new
applications are being added. The system profilechange
over time, and the IDS must be able to adapt.

3.3.2 Security Check

The security check includes different kinds of pilé to guarantee

the system is working in it's highly performanceheBe policies are

divided into three categories [18]:

Account policies cover the password handling like &ge, length,
complexity...etc and also the account lockout domatand
threshold.

. Local policies cover the events, logon, and thecgss tracking

logs, also covers the user rights like accessinghudging,
managing, and modifying.
Encryption policies cover the encryption file systeand IP

security.

Y



3.3.3 Network Monitoring

The monitoring system is an automated mechanisted track,

and report on the availability and condition of Hystems, services, and

networks that make up a web presence.

The monitoring should cover the following issue2][2

Availability.
Proliferations of servers.

Proliferations of services.

Iv. Remote users.

v. Remote locations.
vi. Exceptions.

vii. History data.

viii. Trends.

To obtain an active monitoring system the followadivities must

be checked frequently [22]:

Network availability; typically a “ping” or conndeity test.
Service availability; such as page retrieval, makrvice
availability, database connectivity, etc.

Server health; such as system uptime, device daya and

performance, etc.

. Network health; such as Link state changes, routabie updates,

etc.
Security related information; such as Failed logingpeated

operations, etc.
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3.3.4 E-mail protection

E-mail has become the most important method of conmcation
in the enterprise but viruses and spiraling spaoavtr seriously threaten
its usefulness. The e-mail protection strategyasell on two parts [19]:

I. Multi-layer spam filtering.
ii. Multi-engine virus scanning.
The required features of e-mail protection systeen a
I.  Attachment filter.
ii. Content filter.
lii. Policy filter.
Iv. The ability to efficiently handle thousands simoltaus e-mail
users.
v. Total confidentiality and security.
vi. Virus detection.
vii. Virus cleaning.

viii. High frequency virus definition updating.

3.3.5 Virus Scanning

The virus scanner is software used to detelentify and
remove computer viruses at the server level, inofyidhessaging servers.
The virus scanner gives the user a several scamptigns as follows
[18]:

I. Scan during startup.
ii. On-access scanning.
lii. On-demand scanning.
Iv. Scan during shutdown.

v. Scheduling comprehensive scans.

Also it gives convenient types of scanning such as:
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I. All Files Scanning.

ii. Files & Folders canning.

lii. Internet & E-mail Scanning.
Iv. Heuristic Scanning.

v. Program Only Scanning.

However the scanners must be updated frequentbusecf every

day new virus’s appearance.

3.3.6 Encryption

The word cryptography refers to the sciemfekeeping
secrecy of messages exchanged between a sendarracéiver over an
insecure channel. The objective is achieved by @dingodata so that it

can only be decoded by specific individuals as showFigure (3.4) [22].

The original message M being wanted to be encrysechlled
plaintext since it is clearly intelligible, wherettee term used to refer to

the message C being transited over an insecureehiarciphertext.

The process E of transforming a plaintext intoghertext is called
encryption, while the opposite procedure D thahdguas ciphertext into a
plaintext at the receiver’s side is said decryption

EM)=C
D (C)=M

K = Encryption and Decryption key
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Fig.(3.3) Encryption & Decryption Processes.

A cryptographic algorithm is composed of the mathtcal
function used for encryption and its related ineeftenction for
decryption. A cryptographic algorithm is some timeferred to as cipher.
The security of an algorithm can rely on the secdats function, when
quality, standardization and mass utilization ist n@ concern.
Cryptosystems can be classified into [22]:

I. The type of operations used for transforming pkaintto
ciphertext. All encryption algorithms are based taro general
principles: substitution, in which each elementha plaintext (bit,
letter, group of bits or letters) is mapped intotaer element, and
transposition, in which elements in the plaintexet @earranged.

li. The number of keys used. If both sender and recese the same
key, the system is referred to as symmetric, sthgle secret-key,
or conventional encryption. If the sender and remreeach use a
different key, the system is referred to as asymmdivo-key, or
public-key encryption.

lii. The way in which the plaintext is processed. A klatpher
processes the input one block of elements at g fmelucing an

output block for each input block.
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A stream cipher processes the input elements aanisly,

producing output one element at a time, as it gb@Esy.

3.3.6.1 Symmetric Key Cryptography

All cryptographic algorithms involve substitutingh@ thing for
another, for example, taking a piece of plaintexd ghen computing and
substituting the appropriate ciphertext create émerypted message.
Caesar cipher is the well known old method for tiage of cryptography
[25].

3.3.6.2 Public Key Cryptography

For more than 2000 years (since the time of Cagpaer and up
to the 1970s), encrypted communication requiredt th@e two
communicating parties share common secrets-the symenkey used for
encryption and decryption. One difficulty with thegpproach is hat the
two parties must somehow agree on the shared keypldo so requires
(presumably secure) communication. Perhaps partiel firs meet and
agree on the key in person and thereafter commignwggh encryption.
In a networked world, however, communicating partieay never meet
and may never converse except over the netwolk. pbssible for two
parties to communicate with encryption without Imgvia shared secret
key that is known in advance? In 1976, Diffie anellidan [Diffie 1976]
demonstrated an algorithm known as Diffie-HellmagyKexchange. To
do just that- a radically different and marvelougiegant approach
toward secure communication that has led to theldpment of today's
public key cryptography systems. Public key crypapiyy systems have
wonderful properties that make them useful not dalyencryption but

for authentication and digital signature as wefl][2
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3.3.6.3 Cryptographic Algorithms

There are many cryptographic algorithms. Thesetlaee of the
most common [26]:

» DES (Data Encryption Standard) is the most popalaryption
algorithm. DES is U.S. and international standéri$.a symmetric
algorithm; the same key is used for encryption @ackyption.

* RSA (named for its creators —Rivest, Shamir, anteddn) is the
most popular public key algorithm. It can be used both
encryption and digital signatures.

« DSA (Digital Signature Algorithm, used as part ofigital
Signature Standard) is another public- key algoritht can not be

used for encryption, but only for digital signatsire

3.4 Integrity

Think of the number of times you've signed younmedo a piece o
paper during the last week. You sign checks, cieahd statements, legal
documents, and letters. Your signature attestdheofact that you (as
opposed to someone else) have acknowledged angveech with the
document's contents. In a digital world, one ofteants to indicate the
owner or creator of a document, or to signify oregeement with
document's content. A digital signature is a crgpaphic technique or

achieving these goals in a digital world [25].

3.4.1 Digital Signature

Handwritten signatures have been long used as pfaadthorship
of, or at least agreement with the contents of@udent. What is about a

signature that is so compelling [26]:
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1. The signature is authentic. The signature conviticeslocuments
recipient that the signer deliberately signed tbeutnent.

2. The signature is unforgeable. The signature isfgtad the signer,
and no one else, deliberately signed the document.

3. The signature is not reusable. The signature isgbdihe document
an unscrupulous person can not move the signatudifferent
document.

4. The signed document is unalterable after the dontimesigned, it
can not be altered.

5. The signature can not be repudiated. The signatm@ the
document are physical things. The signer cannet tdaim that he
or she didn't sign it.

In reality, none of these statements about sigeatis completely
true. Signatures can be forged, signatures caiitbe from one piece of
paper and moved to another, and documents cartdyedahfter signing.
However, we are willing to live with these problenh&cause the
difficulty in cheating and the risk of detectior6]2

We would like to do this sort of thing on compustebut
there are problems. First, computer files are dftivo copy. Even if a
person's signature were difficult to forge (a graphimage of a written
signature, for example), it would be easy to cutl graste a valid
document from one document to another documentnidre presence of
such signature means nothing. Second, computsrdie easy to modify

after they are signed, without leaving any evidesfamodification [26].

3.4.2 Algorithms of Digital Signature

There are many digital signature algorithms. All tbbm are

public-key algorithms with secret information torsidocuments and
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public information to verify signatures. Sometintle signing process is
called decrypting with public key. This is misleagliand is only rue for
one algorithm, RSA. And deferent algorithms have fent
iImplementations. For example, one way hash funstiemd timestamps
sometimes add extra steps to the process of sigmdgverifying. Many

algorithms can be used for digital signatures,nmaitfor encryption [26].

In general, | will refer to the signing and verigi process without
any details of the algorithms involved. Signing sagge with private key
Kis:

S(M)
And verifying a signature with the correspondindplpzikey is:
V(M)

The bit string attached to the document when sigmée called
the digital signature, or just the signature. Thare protocol, by which
the receiver of a message is convinced of the iiyeot the sender and

the integrity of the message is called authenbogi26].

3.5 Authentication

Authentication is the process of providing one'snity to
someone else. As humans, we authenticate eacls atherany ways: we
recognize each other's voices on the telephonearev@uthenticated by
the customs official who checks us against theupecbf our passport
[25].

When performing authentication over the network,e th
communicating parties cannot rely on biometric infation, such as
visual appearance or a voiceprint. Indeed, that k&l done through

authentication protocol [25].



Typically, an authentication protocol would run def the two
communicating parties run some other protocol éeample, a reliable
data transfer protocol, an e-mail protocol). Théhantication protocol
first establishes the identities of the partiesséeh others' satisfaction;

only after authentication do the parties get dosvwork at hand [25].
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Chapter 4

Computer Aided Security System Design and

Implementation

4.1 Introduction

Armies use firing ranges to train solders on indiixal weapons and
firing systems. Likewise, the IW lab is a range whasers and faculty
may lunch and experiment the cyber attack from fineg poison
(computer terminal) in the lab at a target commut&he weapons here
could be viruses, worms, port scanners, Trojandsrand vulnerability
scanners without the risk of releasing malicioudeconto production
network or into the outside networks. Just as degolvould only fire a
weapon on the range or in combat, the IW networlicpshould only
permit users to use the malicious tools in corgbltonfines of the lab.
This situation provides a safe and authorized lonab conduct training
since there is no physical connection to outsidevorks and to have
more of the firing range. It is more recommendethd lab consists of
several networks, each network with different opegasystem, in order
to give the user the chance of dealing with mypemting systems and
expand the capability of the firing range. Moregverbe more organized
the idea of making the first network operating wdatv level security and
the second with high level security shows the heméftargeting easy
and difficult targets. The ideal target in therfgi range is the server,
because it has the high level security and damager® is greater than
the damage occurs to the stations. More usefuatssiu brought up by
having multi-networks lab so it can be used todaia computer in the

same network as well as a computer in the conneatddork. This



improves the skills of the attack as well as thieklge because the user
must recognize the source of the attacker (theifiréhe military) in the
first step and to defend his computer in the seciagd. This picture is
shown clearly in the real world when the networlesé an inside and
outside intruders or hackers. To get more of thgsigll building of the
IW range, it is useful to separate the other netear a different location
(out of sight) so it will simplify the administrat and the setup of the lab
[23].

4.2 Computer Aided Learning System Implementation:

The developed computer network warfare is desigoedchieve
both objectives of network security which are théaek stage and
defense stage. Symmetrical correspondence is dhe ahportant design
objectives in order to clarify the attack and defeactions for each type.
The main parts of the designed warfare are:

I.  Application system.

ii. Documentation system.
The application system consists of an applicatibeach technique in
both cases, attack and defense; where the docatimensystem contains

of a brief description about each one of theseniecies.

The block diagram of the IW simulator is shown igufes (4.1)
and (4.2).

The attack system consists of six cases; thesecwrreking,
hacking, password sniffing, e-mail activities, amnduses and port
scanning. These six cases represent the majokdttpes, which are
common in computer networks. It may be extendaddinude other types
of attacks. The system involves description, cotsgzegemonstration,

strategies, design and implementation of each aitee attack.
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System

Fig. (4.1) block diagram of the IW simulator
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SYSTEM Documentation Application HELP
I nformation
ATTACK DEFENSE ATTACK DEFENSE
SYSTEM SYSTEM SYSTEM SYSTEM
PASSWORD SECURITY PASSWORD SECURITY
CRACKING CHECK CRACKING CHECK
INTRUDER INTRUDER
HACKING DETECTION HACKING DETECTION
PASSWORD ENCRYPTION PASSWORD ENCRYPTION
SNIFFING SNIFFING
E-MAIL E-MAIL E-MAIL E-MAIL
ACTIVITIES PROTECTION ACTIVITIES PROTECTION
VIRUS VIRUS
VIRUSES SCANNING VIRUSES SCANNING
PORT NETWORK PORT NETWORK
SCANNING MONITORING SCANNING MONITORING




PROGRAM

APPLICATION

DOCUMENTATION

Fig.(4.2) corresponding application and documeotatif each case

In the developed IW simulator these six cases eacalled by user

using the main menu of the attack mode shown iar€i¢4.3).

# Training Security System

Wﬂ/};/.:r.y me«w? &f/ﬂm

(Attack Mode)

. . Password
Cracking Hacking ‘ Sniffer
E-mail . Fort
Attack Viruses Scanner

Back

Fig.(4.3) Attack system window



In the defense system also six cases are consjddreske are:
intruder detection, security check, network momrgy e-mail protection,
virus scanning and encryption. These six categafedefense actions
can be considered as the proper defense actionedoh of the
corresponding attack action in the attack systelne doncept, strategy,
and implementation for each one of these six defaxtions will be

considered individually.

In the developed IW simulator these six cases @ndtled from

the main defense menu shown in Figure (4.4).

¥ Training Security System

Wm‘m’y d?é’uf/:/} g%f/m

(Defense Mode)

Security Intrusion _
Check Detection |  CeT¥Plion
E-mail o Network

Defense AntiVirus Moritor

| End Back

Fig.(4.4) Defense system window

There are action correspondence between attaclensysind

defense system as shown below:
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Cracking—> Security Check
Hacking—> Intruder Detection
Password sniffing> Encryption
E-mail activities> E-mail protection
Viruses—> Virus Scanning

Port scanning> Network monitoring

In both systems of defense and attack a basic dematatnon for
each individual case is included to give the ener @ idea about the
strategy of each defense or attack action. The rdentations are
collected from different resources and were embeéddethe warfare

program as shown in Figures (4.5) and (4.6).

=TT TERR S ] TSR TR TS S s R ] =

7;'@1};/}:;? JZ'&WI'}E? \‘I}J/m

Applications

Documentation

. End Back

Fig.(4.5) Attack system documentation window
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4 Training Security System | 3

ﬁwjv{ﬁy fmyﬂ:fy g‘l}wi'm

{(Defense Mode)

Applications

Documentation

Fig.(4.6) Defense system documentation window

The user interface is developed using visual bale (e-malil
activities, e-mail protection, and viruses, virgarmsning, and encryption)
programs are developed and implemented using vidasdic as
simulation programs that works on LAN. While thatref the programs
are included inside the warfare as ready prograkent from different

resources.

One program of each one of the attack and defectpati@s has
been added. This program is one of the well knowog@ams of each
activity. The user has the ability to run that peog, to view the
information regarding that program, or to removattprogram as in

shown Figure (4.7).
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¥ Training Security Systern X

7;2?/‘);/'{/? J?az«r/:z? \‘I}f/m
{Defense Mode)

Applications

Documentation

Run

Add ‘ Delete ‘ Yiew ‘
End Back

Fig.(4.7) how to delete, run or remove a program

The user can view the attributes o each progratimaprogram list
as entered during the program addition as in Figu.

¥ L8

7;2?/’);/{/? J?az«r/:z? \‘I}f/m

{Defense Mode)

[ hdustafahProj

R e X Wiew Prograrm L&

Display Mame: |

Program Fath: |

— Parameters: |[
Applications

Documentation

Fig.(4.9) viewing program info.
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The user also has the ability to add new programath activity.
This property enabled the user to execute new pmgmwhich makes the
system more flexible and increases the benefits i@ system was
designed for as shown in figure (4.8).

¥ 53

ﬁﬂ/}fl“/y J}a:'w'/"z}/ \‘fyfﬁﬁ’”ﬁ

{Defense Mode)

T
End Back

Fig.(4.8) adding new programs

4.3 Attack System Design and Implementation

4.3.1 Password Cracking

The cracking techniques can be achieved by theviallg steps:

I. Obtaining a dictionary file, which is really no neothan a flat file
(plain text) list of words (these are commonly refd to as
wordlists).

li. These words are fed through any number of progthatsencrypt
each word. Such encryption conforms to the DESdstiath



iii. Each resulting encrypted word is compared with theget
password. If a match occurs, there is better tha®0 gpercent

chance that the password was cracked.

The implemented program that achieves the aboveeptoe

called Brutus AET2 as shown in Figure (4.9).

3 Brutus - AET2 - www_hoobie.net/brutus =] B

e Fom =] [t | Stop | Gl

| p— I [MEfirE:
= Field lUpdates

w/ord List =]

AuthrEeq anatties Eme Rl

Fig.(4.9) Brutus program for password cracking

In simple terms, Brutus is an online or remote pasd cracker.
More specifically it is a remote interactive auttiestion agent. Brutus is
used to recover valid access tokens (usually anessx and password)
for a given target system. Examples of a suppdeeget system might be
an FTP server, a password protected web page tar rmansole a POP3
server... etc. It is used primarily in two contexts:

I. To obtain the valid access tokens for a particusar on a

particular target.

A



li. To obtain any valid access tokens on a particidayet

where only target penetration is required.

An attack method in the context of Brutus is a merprovided by
the target that allows a remote client to authamicagainst the target
using client supplied credentials. For instanceNiXUserver sat on a
network somewhere may be offering Telnet and FTrivic®s to remote
users. Both telnet and FTP require the remote tseauthenticate
themselves before access is granted. For both #wgies the required
credentials are usually a username and a passwWwbedefore we have
two available attack methods, FTP or Telnet. Soanget systems will
provide no opportunity for attack (at least notemote authentication
attack). They might offer no remote services, amooys remote services
(that require no authentication) or perhaps thésr@uthenticated remote
services but use mechanisms to prevent authemwiicatitacks such as

account lockout or one time passwords of some sort.

4.3.2 Hacking

The hacker's utility program v1.02 provided by [Ri¢ and
ATAPI is used as an example for hacking tools asvshin Figure (4.10).
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Hacker's Utility{tm]

Senal Humbass. ..

J0EMAX VERSION 7 FOR.DOS
4p0S ve.00

AFiLes w3.21

AJE V1K

ABC FLOWCHARTER V3.0 FOR WIN
ABC TOOLKIT 1.0 FOR WIN

ABC TOOLKIT V1.1 FOR WiIN
ABOVE DISK PLUS V4.08

ACCEMT FOR WM

ACCEMT W20 FINAL BETA FOR WIN
ACCPAC SIMPLY ACCOUMTING Y204
ACDSEE FOR 'WIN [IMAGE VIEWER

Fig.(4.10) Hacker’s utility program V1.02 window

The features and capabilities provided by hacksilisy 1.02
a. Manual Extract with specified offsets and outfikme.
b. It is good for ripping much stuff...
c. Low-Level System Functions (like: Run, NT Remote
Shutdown, etc.)
d. Cracks password protected .ZIP archives!

®

Creates dummy files with random & optional buffer

—h

Include a Hacker's Test

. Binary file(s) compatre...

> @

Cracks password files

Full cracking status
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J. Extract words from text or binary files.
k. Sort words

|. Words Wizard

m. Network/TCP-IP tools...

n. Ideated Server with custom ID

0. Finger

p. Port Scanner

4.3.3 Password Sniffing

The implemented program is the networkactiv sniffét.5
provided by NetworkActiv. This program has two &ifmodes:
I. Packet sniffer mode; used for the reception off@P/IP packets
form a network interface (NIC/Modem) as shown irgufe
(4.11).

s Sniffer - 22 items

File Settings. Help

Containz zting

NetworkActiv Sniffer | Enl ® Test O Dec O Hex
v1.5 (2003.Feb.09) i (e

Packet size: 317 1T 12| TCF specific

Sequence: 1635244796

Protocol #: |6 .

| Acknowledgement: {447178299
Packet type: | TCF o o
| checksum: |53680 [ ole. -
FomlP  [{280011 ALK PSH
TalR; 128.001
Fram port: |139 Use; |NETBIDS Sesgion Semvice |- Packet data
Topat:  |1033 use: |Unknown 0 . 5ME l<e] 00 e s NTLMSSEQIIO0 , Lo
[ | Liztening on: 128.0.0.1 Free physical RAM: 24620 KB

Packet data allocation: 3 KE
Make sound for new packets [ Match case for Find and Filters

Search cument packets—-s | Find / Mext
Filter systems—> L] Apply filters ta incoming packet  Setup packet filers

0> <1

Fig.(4.11) Packet sniffer mode
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il. File sniffer Mode; used for capturing and storagel®TP based
files form a network interface (NIC/Modem) as showrFigure
(4.12).

W NetworkActiv Sniffer {File Sniffer Mode)
File Setktings Help

NetworkActiv Sniffer Hast nhame resalver

v1.5 (2003.Feb.09) Thiz resalver iz here as a toal. Use it ta rezalve host and
domain names bo P addreses for use in the filters below,
File Sniffer Mode allows far the capturing and storage of HTTF

fitez. Thiz iz done by the reconstiuching of the packets of an Rezolve

HTTF transfer, | 4
IP lewel interface to listen on Facket & file filter susterns:

Source P must be: Source [P must NOT be:

Directory and file zettings | |

Directary tor store constructed filss: Drestination P must be; Destination 1P must NOT be;
|E:'~.test I |

Mate: The file name will be the datestime of file completion, S ouree Port must be: S ouree Port st NOT he:

& izl . I T

= i ! £ | || Destination Port rust be: Destination Port must HOT be:
Advanced zettings:

ALK time-out [mz]: Minimum file zize [butes]: amimum file size [butes):
Curent statusz

Status: Running

Filzz processing: 0 Stop

Files writter: 0 Mate: Ik the above fields, an enty of O indicates no filker,

Fig.(4.12) File Sniffer mode

This program will only capture packets on the NRelgprotocol and
above. Under normal circumstances (an Ethernettadapth standard
LAN style setup), this program will usually captak packets that have
a destination IP address of the local machine,adinplackets that have a
source IP address of the local machine. Howevedeumunning the
program on the server of Internet connection sigaonwith VPN, the
program may capture packets that have neitherrmsowr destination IP
address of the local machine. It must be notedtthatprogram does not
put the network card/device into promiscuous mddais the program
will only capture packets destined for or sent frili@ machine in which

it IS running.



4.3.4 E-mail Activities

The implemented program for e-mail activities peogrused in
this attack is implemented using visual basic pmogning language in
order to simulate the attack action of making woansl bombs spread
through messages. This program works on LANs tostrat codes of
worms and bombs that must be detected by the gmmesg e-malil
protection program mentioned in defense stage.tWbeprograms must

work at the same time on different PC’s of a sirighé\.

The program shows information about the host coemmame and
IP. The IP address of the computer to be attackest be entered with a
port number to be used in the attack. Thereforeptfogram makes a
winsock connection and sends the codes correspgigdia the node
under the simulated attack as shown in Figure {4.13

& E-mail Activities Simulation

128.0.011

Fig.(4.13) The e-mail activities simulation window

on



The figure shows an example of an e-mail attackviagt an IP
address of the computer to be attacked (128.0.0s148t also the TCP
port (5150) to be used for establishing the conaecwith target
computer. By clicking on (set) button, the winsocnnection will
initiate. The second step is to choose the typattatk (worm or bomb)
and finally by pressing the (attack) button thegéhrcomputer will be

attacked by the specified action.

4.3.5 Viruses

Viruses attack used in this attack type was impleet using
visual basic programming language in order to sateuthe virus attack
action through networks. This program works on LAd&l sends codes
of viruses to be detected by the correspondingsvatanning defense
program. The two programs must work at the same émdifferent PC’s
of a single LAN. The program shows information abdbe host
computer name and the local IP address. IP addfeee computer to be
attacked must be entered with a port number saliegbrogram makes a

winsock connection before sending virus codes as/shn Figure (4.14).
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Ii7 Yiruses Attack Simulation

128.0.011

—

Fig.(4.14) virus attack simulation program

In the figure shown, the target computer with I|Pdrads
(128.0.0.11) is chosen, also the TCP port numbeetsin the field in
order to initiate a winsock connection. By pressihg (set) button the
connection should be initiated, after choosingtitpe of virus as shown
in the list, (W32.Kriz). For example, a button &at) finally will start the

virus attack simulation.
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4.3.6 Port Scanning

The implemented program (Advanced port scanner)Mrdvided
by www.radmin.com is used as an example for smyffiorograms.
Advanced port scanner is a small, very fast, easyse and robust port
scanneffor the Win32 platform. It is multithreaded, so on fast machines;
it can scan ports in very a few seconds. It hasrge®ns for the

common ports and can perform scan on predefinedraoges.

By default, there is one edit box to enter a talBetwo edit boxes
to enter the first and last ports in a range tedanned, a checkbox to use
the default port range and the scan button. Bxkiclg on the use range
checkbox, the edit box for the second IP will shgovso we can scan a

range of IP's.

To perform a complex scan on different networks oan select
the use group of ranges checkbox. In this modeitiaddl options have
to added, deleted and/or updated groups of IP's. ¢am also save and
load a list of IP's. The same options can be cdibedports to scan a

complex variety of ports with the maximum speed.

Pressing the scan button initiates the scan. Tolbdo has another
scan button that you can use at any time. Whemsogyithe computer's
icons are shown in the report window. Clickingabcomputer's icon and
then its ports, it will display a list of the porb®ing scanned on each

machine as shown in Figure (4.15).
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* Advanced Port Scanner ¥1.1

File  Options  Help

=MOOEEE

SelectlP: | 127 . 0 . 0 . 11 [ Userange @ Scan
[ Use group of ranges

Select ports range; ] | { faul W Use default ports list
[T Usze ports ranges list

= @ Ports {10 opened, 58 cosed)

i@ 7 Openiecho)
- i@ 9 Open (discard)

-~ @ 13 Open (daytime)

- @ 17 Open (gotd)
@@ 19 Open (chargen)
i 25 Open (smtp)
@ 80 Open (wew-htkp)
@ 135 Open {loc-srv) )

Scan complete

Fig.(4.15) the advanced port scanner V 1.1

4.4 Defense System Design and Implementation

4.4.1 Intruder Detection

The implemented program SuperScan 3.00 is usedivi® an
example about the way used to keep intruders away least detecting
them. SuperScan is a TCP port scanner, pinger asithdime resolves as
shown in Figures (4.16) and (4.17) it can do the¥ang:

I.  Perform simple ping tests to tell whether a remmimputer is
alive.
li. Resolve hostnames into IP addresses and revergeiplol®

addresses into hostnames.



lii. Attempt to connect to other computers on a TCP oo see
what services they are running.

Iv. Read responses from connected hosts.

v. Scan from a range of addresses and ports.

vi. Scan from a list of ports.

vii. Scan from selected ports from a list.

viii. Scan a list of hostnames contained in a text file.

ix. Detect a trojan port.

\ﬂ SuperScan 3.00 _|&] %]

ﬂ Hostname Lookup Configuration

I 0 0152 LDDkUD | = |
HESD'VEdI e | Interfacesl

Timeout Scan lype Scan

IP
Start|1D.1.1IJ.1 :I Ping F Resalve hostnames
v Only scan responsive pings
I - 400
atop) 10.1.101 :I ¥ Show host responses
Connect | | € Ping only
PrexC | MewtC| 1,254
_l_l_l |2DDU " Every port in list
IV Ignare [P zero & Al selected ports in list
¥ Ignore IP 255 fﬂeﬂand  Alistpotsfom [T [0
[ Estract fram file j I &l ports hiom I_I— —
Speed

Maw = 101,101 ! Active hosts
] =& 23 Telnet

Open ports

Save |
Collapse a|||

Hin

Fig.(4.16) shows the program after scanning a node
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~_ SupetScan 3.00

&

Hostname Lookup Configuration -

Eacpon tin —p ||
_' Change/add/delete portinfo—— ———Pot listfle ————————————— plereces | :
s - . =1 | | Scan
Jr T sl —————
. | Deseription | load | Mege | Save | [ 0K | 101101 i
i F—'IDQ:I’ =11} I ﬂ : S canning

P | Selectports ———————————————— o
el e Double-click list e ta select/deselet  Seleatail| Cisaral |

Probe text |

idd I [efets By I

'~ —— Helper apps in right-click menu —— -

FIP [C:\Program Files'\GlobalSCAPI ]
Fatams [ fip: /¢ a:vp/

Telnet I telnet.exe j

Farams [ 4 ip

'Ab'uﬁ' Hosts

Open ports.

Web IC:\Plogram Files'Internet E:-cpll _>|
Farams Ihttp:a’.-"a’-a:i-’-p.:’

AARAARRAANNANSAN

Parameters: #a=IP adﬂfesg, #p=pott rmirg Audio Trajan

Save |

Collapse &l

Expand all

Prune I

Mire

Fig.(4.17) setting the port list figure

4.4.2 Security Check

The implemented program to quite fulfill the requirents of
security check program has been found by Microsof/indows 2000,
and Windows XP. This program is called Microsoft ridgement
Console (MMC) that ships with Windows 2000, and Wiws XP. First
run this program then add the security templatespoment available at

add snap in as shown in figure 4.18.

This component gives the user (should log as syattmnistrator)
a full control on all of the policies settings miened above. This

program developed for warfare works under Windo@3®and XP only.
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i Consoled - [Console RootiSecurity Templates\D:\WINNTisecurityitemplatesisetup securitywiccount Policies\Pass. .. E]E|

'ﬁ'ﬂ File Action Wiew Favorites Window  Help . ﬂ
@ X
(1 Console Root Folicy Compuker Setking

Security Templates
=18 DoyWINNT securibyitemplates
= @ sebup security

EnFDrce password history 0 passwords remembered
Maximum password age 42 days

M\n\mum password age 0 days

M\n\mum password length 0 characters
Password must mest complexity requirements  Disabled

Store password using reversible encryption f...  Disabled

+ Kerberos Palicy
= é Local Policies

- 22 Audit Policy

+ »_;i User Rights Assignment
+ ._;i Security Options
é Event Log

[_® Restricted Groups
@ System Services
[} Reqistry

(28 File System
compakws

hisecws

hisecdc

raotsec

securedc

SECUrewWs

|

Fig.(4.18) security check program

4.4.3 Network Monitoring

The implemented program Netmon v 1.6 provided byado
Samuelson was used as an example of network mmgtprograms that

can help in defense strategy.

Netmon is a compact, easy-to-use network informatitlity. It
displays information pertaining to the IP, TCP, U&®l ICMP protocols.
Its main purpose is viewing connections made usi@P and UDP
protocols from or to your computer. This informatiocnay prove very
useful in hunting trojans (or other suspicious\afyt) present in your

system as shown in Figure (4.19).
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=1033 Liztening
=1046 Liztening
10.1.10.152 netbios-ng Liztening
10.1.10.152: netbiog-dgm Liztening
HE 10.1.10.152 netbiog-zzh Liztening
baym-cz35. magr. hotmail. com: men meszenger 101101521033 E ztablizhed
** 127.0.0.1:pop3 Liztening
127.0.01:1034 Liztening

Fig.(4.19) netmon program v 1.6 window

Netmon is a graphical conversion of the "netstaifity) shipped
with Windows. Its main advantages over the conbaked version, is the
graphical user interface (GUI), the database ofmomtrojan ports and
the complete list of well-known ports (the portatthre numbered below
1024 and reserved for different applications). gsmiliar with the
netstat utility should feel at home with the GUldathe information

presented.

4.4.4 E-mail Protection

The implemented program for e-mail protection usedthis
defense type is implemented using visual basic naragiing language.

In order to simulate the defense action taken-byaé protection,
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programs are designed to run in e-mail serversantdally scans the
messages being sent. These programs work on LANdetect the
simulated worm-attack code and bomb-attack codebiniag initiated by
the corresponding e-mail activities program mergtrn the attack
system. These two programs must work at the same an different
PC'’s of a single LAN.

The program shows information about the host coemmame and
IP. The LAN server address should be entered wgtbranumber, so that
the program makes a winsock connection to the sem@der to be able
to listen to the simulated attack (listed in theresponding program in

figure 4.15) and detect it as shown in Figure (%1.20

E-mail Protection Simulation

= |

128.0.0.0
5150 I

[
emailattack |z| I

ALERT!I wou are under the WORMS Akkack

Fig.(4.20) e-mail protection simulation program danv

In this program the attack type that is intendetddaletected must
be set as shown in the figure 4.20, the (detecmsphas been chosen for



example, so when the program is set the detecfi@myworm code on
the winsock connection will initiate a warning mage says that worm
attack has been detected on the LAN. Locating thatnetwork server
address and the TCP port must filled in the fields.

4.4.5 Virus Scanning

The implemented program for virus scanning proguaed in this
defense type was implemented using visual basigranoming language
in order to simulate the defense action that madiaken in a case virus
Is being spread through messages. This programsvwaork ANs to detect
the simulated viruses attack initiated by the cpomding viruses attack
program mentioned in the attack system. These t@grams must work
at the same time on different PC’s of a single LAN.

The program shows information about the host coemmeame and
IP. The LAN server address should be entered wgbranumber so that
the program makes a winsock connection to the samnader to be able
to listen to the simulated virus -being sent by dktacker as a code and

detect it as shown in Figure (4.21).
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b Yirus Scanning

J_

128.0.0.0
5150

ALERT!! wou are under the Windows Virus -W3z2 Kriz- Atkack
Ok |

Fig. (4.21) the virus scanning program window

As soon as the winsock connection has been edtaellishe virus
scanning process proceeds so that if any virus ciedected on any
winsock connection would initiate an alarm messsyes that the virus of
the corresponding type (listed in the correspondinggram in figure
4.14) was detected in the LAN.

4.4.6 Confidentiality

The implemented program used for encryption is giesi to
clarify the basic idea of encryption and how messagan be sent
encrypted between computers of a single LAN. Thog@am uses simple
method of encryption which is XORing (adding) treue of a 16 bit key
(2 characters) with each 16 bit block of the messhbging sent. It is
secret key (Symmetric) encryption method. The sdhmeg happens

during decryption at the destination node to re&ithe original message.
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This program was developed wusing visual basic
programming language. The message can be receiwdtlebsending
machine also, so the encryption/decryption procassbe demonstrated

even on a single computer.

To run the program on two computers connected b\ LBoth
nodes must run the program at the same time, asfdreade must set the
IP address of the other according to whethersersding or receiving, so

they will be connected through the same port.

Figure (4.22) shows an example message to be Berdend the
message the fields of destination IP and the padtrne valid. The next
step is to confirm the address by pressing theobhuitet) and send the

message.

2 Encryption

thiz iz a test message waleed-k

1280011

Fig.(4.22) encryption program sending a test messag

The destination computer will receive the messagerypted
noticing that the fields of sending IP address thedport used must valid
as shown in Figure (4.23).
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Fig.(4.23) the destination computer receiving thergpted message

Finally by using the proper key, the message déedypo the
original one as shown in Figure (4.24)

thiz iz a test message waleed-k

Fig.(4.24) the decryption of the message usingthper key
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Chapter Five

Conclusions and Future Work

5.1 Conclusions

The developed learning security system represents a step in
simplifying security learning in our country. It supposed to represent a
first step towards the development of security faculties and generaly
training systems. The developed system will help to enhance the national
security learning in our schools and universities because it make it easier
for the teachers as well as the students to learn the security methods and
to realize how it will work practically. The establishment can use such
simulator also to help the students to avoid hackers, viruses or any
network threats.

5.2 Future Works

Some recommendations for the future work are:-
I. Developing the system to be a training security system that
focuses on the training part as an important part of learning.
li. Designing and implementing more techniques of the applied
ones in the application system.
lii.  Extending the system to fulfill most of the security attacks and
defense techniques to be applied as a learning system for

university.
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