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Abstract

With the recent growth and development of the network and internet
usage in colleges, companies and other network places, it is important to
find some way to improve the reliability and efficiency of using these
networks. Because of the large-scale growth in the number of users and
peripheral devices used in these places such as (printers, scanners, and
cameras), there are a variety of problems which have to be solved, such as
remote peripheral deviceis stopped for a specific reason.

To solve these problems and guarantee the good performance and
continuous maintenance of peripheral devices in the network, a monitoring
system can be used for this purpose.

This work concerned with the implementation of a monitoring
system on peripheral devices called Device Status Monitoring System
(DSMYS). It is a network monitoring type that could be classified as fault
and accounting monitoring system.

The aim of this research is to monitor one or more remote peripheral
devices which are connected to the network PC(s) in aLAN. The proposed
(DSMS) can monitor the status of printer, scanner, and camera. In addition,
it saves the printer information on special files which can be used later by
the Administrator.

To implement DSMS, two programming language were used JAVA
and VC++. Java language is used to support network activities, while
V C++ deals with operating system API. Java Native Interface (INI) is used

to combine these two languages
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Appendix A
A.1JOB INFO 1

The JOB_INFO_1 structure specifies print-job information such as
the job-identifier value, the name of the printar dhich the job is spooled,
the name of the machine that created the printtfgopame of the user that

owns the print job, and so on.

typedef struct _JOB INFO 1 {
DWORD Jobl d;
LPTSTR pPri nt er Nane;
LPTSTR pMachi neNane;
LPTSTR pUser Nane;
LPTSTR pDocunent ;
LPTSTR pDat at ype;
LPTSTR pSt at us;
DWORD St at us;
DWORD Priority;
DWORD Position;
DWORD Tot al Pages;
DWORD PagesPri nt ed;
SYSTEMTI ME Subni tted;

} JOB_INFO 1, *PJOB INFO 1;

Members

Jobld
Specifies a job identifier.

pPrinter Name
Pointer to a null-terminated string that specifies name of the printer for
which the job is spooled.

pM achineName
Pointer to a null-terminated string that specifies name of the machine that
created the print job.

pUser Name
Pointer to a null-terminated string that speciftes name of the user that owns
the print job.

pDocument
Pointer to a null-terminated string that specities name of the print job (for
example, "MS-WORD: Review.doc").

pDatatype
Pointer to a null-terminated string that specifies type of data used to record
the print job.

pStatus
Pointer to a null-terminated string that specifies status of the print job. This
member should be checked prioiStatus and, ifpStatusis NULL, the status is
defined by the contents of the Status member.



Status

Specifies the job status. This member can be ongooe of the following
values.

Value Meaning

JOB_STATUS BLOCKED DEVQ The driver cannot print jbb.
JOB_STATUS DELETED Job has been deleted.
JOB_STATUS DELETING Job is being deleted.
JOB_STATUS ERROR An error is associated with tle jo
JOB_STATUS_ OFFLINE Printer is offline.
JOB_STATUS_PAPEROUT Printer is out of paper.
JOB_STATUS PAUSED Job is paused.
JOB_STATUS PRINTED Job has printed.
JOB_STATUS PRINTING Job is printing.
JOB_STATUS RESTART Job has been restarted.
JOB_STATUS_SPOOLING Job is spooling.

JOB_STATUS_USER_INTERVENTIONPrinter has an error that requires the
user to do something.

Priority

Specifies the job priority. This member can be ohthe following values or in
the range between 1 through 99 (MIN_PRIORITY thtodAX_ PRIORITY).

Value Meaning
MIN_PRIORITY Minimum priority.
MAX_PRIORITY Maximum priority.
DEF_PRIORITY Default priority.

Position

Specifies the job's position in the print queue.

TotalPages

Specifies how many pages the document contains.vethie may be zero if the
print job does not contain page delimiting inforraat

PagesPrinted

Specifies the number of pages that have printe. idlue may be zero if the
print job does not contain page delimiting inforroat

Submitted

A SYSTEMTIME structure that specifies the time that this doauineas
spooled. This time value is in Universal Time Caoate (UTC) format.




A.2 PRINTER_INFO 2

The PRINTER_INFO_2 structure specifies detailed printer
information.

typedef struct _PRINTER INFO 2 {
LPTSTR pSer ver Nane;
LPTSTR pPri nt er Nane;
LPTSTR pShar eNaneg;
LPTSTR pPort Nane;
LPTSTR pDri ver Nane;
LPTSTR pComment ;
LPTSTR pLocati on;
LPDEVMODE pDevMode;

LPTSTR pSepFi | e;
LPTSTR pPri nt Processor;

LPTSTR pDat at ype;
LPTSTR pPar anet ers;
PSECURI TY_DESCRI PTOR pSecuri tyDescri ptor;

DWORD Attri butes;
DWORD Priority;

DWORD Defaul tPriority;
DWORD StartTi ne;
DWORD Until Ti nme;
DWORD St at us;

DWORD cJobs;

DWORD Aver agePPM
} PRINTER INFO 2, *PPRINTER INFO 2;

Members

pServer Name
Pointer to a null-terminated string identifying therver that controls the printer.
If this string is NULL, the printer is controlleddally.

pPrinter Name
Pointer to a null-terminated string that specifies name of the printer.

pShareName
Pointer to a null-terminated string that identifiee sharepoint for the printer.
(This string is used only if the PRINTER_ATTRIBUTEHARED constant was
set for theAttributes member.)

pPortName
Pointer to a null-terminated string that identifiee port(s) used to transmit data
to the printer. If a printer is connected to mdrart one port, the names of each
port must be separated by commas (for example, ILBPPT2:,LPT3:").

Windows 95: This member can specify only one port becauseipteiiports per
printer are not supported.

pDriver Name

Pointer to a null-terminated string that specifies name of the printer driver.
pComment

Pointer to a null-terminated string that providdsiaf description of the printer.

pL ocation



Pointer to a null-terminated string that specifies physical location of the
printer (for example, "Bldg. 38, Room 1164").

pDevM ode
Pointer to ©DEVM ODE structure that defines default printer data suctha
paper orientation and the resolution.

pSepFile
Pointer to a null-terminated string that specifies name of the file used to
create the separator page. This page is used doasepprint jobs sent to the
printer.

pPrintProcessor
Pointer to a null-terminated string that specifles name of the print processor
used by the printer. You can use EreumPrintProcessor s function to obtain a
list of print processors installed on a server.

pDatatype
Pointer to a null-terminated string that specities data type used to record the
print job. You can use thienumPrintProcessor Datatypes function to obtain a
list of data types supported by a specific primgassor.

pParameters
Pointer to a null-terminated string that speciftes default print-processor
parameters.

pSecurityDescriptor
Pointer to ESECURITY DESCRIPTOR structure for the printer. This
member may be NULL.

Windows 95: This member is ignored.

Attributes
Specifies the printer attributes. This member caamy reasonable combination
of the following values.

Value Meaning

PRINTER_ATTRIBUTE_DEFAULT Windows 95: Indicates the printer
is the default printer in the system.

PRINTER_ATTRIBUTE_DIRECT Job is sent directly teetprinter (it

is not spooled).

PRINTER_ATTRIBUTE_DO_COMPLETE_FIRSIF set and printer is set for print-
while-spooling, any jobs that have
completed spooling are scheduled
to print before jobs that have not
completed spooling.

PRINTER_ATTRIBUTE_ENABLE_BIDI Windows 95: Indicates whether bi-
directional communications are
enabled for the printer.

PRINTER_ATTRIBUTE_ENABLE_DEVQ If setDevQueryPrint is called.
DevQueryPrint may fail if the
document and printer setups do not
match. Setting this flag causes
mismatched documents to be held
in the queue.



PRINTER_ATTRIBUTE_KEEPPRINTEDJOBS If set, jobs &ept after they are

printed. If unset, jobs are deleted.

If set, the printer spoalsd starts
printing after the last page is
spooled. If not set and
PRINTER_ATTRIBJUTE_DIRECT
is not set, the printer spools and
prints while spooling.

Printer is shared.

Windows 95: Indicates whether
the printer is currently connected.
If the printer is not currently
connected, print jobs will continue
to spool.

Windows 2000: Indicates whether
the printer is published in the
directory service.

Printer is a network pien
connection.

Reserved.
Printer is a local printer.

Indicates that only ragata type
print jobs can be spooled.

PRINTER_ATTRIBUTE_QUEUED

PRINTER_ATTRIBUTE_SHARED
PRINTER_ATTRIBUTE_WORK_OFFLINE

PRINTER_ATTRIBUTE_PUBLISHED

PRINTER_ATTRIBUTE_NETWORK

PRINTER_ATTRIBUTE_HIDDEN
PRINTER_ATTRIBUTE_LOCAL
PRINTER_ATTRIBUTE_RAW_ONLY

Priority
Specifies a priority value that the spooler use®tie print jobs.
DefaultPriority
Specifies the default priority value assigned tchearint job.
StartTime
Specifies the earliest time at which the printdt print a job. This value is
expressed as minutes elapsed since 12:00 AM GM@aefvich Mean Time).
UntilTime
Specifies the latest time at which the printer wiiht a job. This value is
expressed as minutes elapsed since 12:00 AM GMaeftvich Mean Time).
Status
Specifies the printer status. This member can lggeasonable combination of
the following values.

Value Meaning
PRINTER_STATUS_BUSY The printer is busy.
PRINTER_STATUS DOOR_OPEN The printer door is open.
PRINTER_STATUS ERROR The printer is in an errotesta

PRINTER_STATUS_INITIALIZING
PRINTER_STATUS_IO_ACTIVE

PRINTER_STATUS_MANUAL_FEED

The printer is initiating.
The printer is in an agiv
input/output state

The printer is in a madeed
state.



PRINTER_STATUS_NO_TONER
PRINTER_STATUS_NOT_AVAILABLE

PRINTER_STATUS_OFFLINE
PRINTER_STATUS_OUT OF MEMORY

PRINTER_STATUS_OUTPUT_BIN_FULL
PRINTER_STATUS_PAGE_PUNT

PRINTER_STATUS_PAPER_JAM
PRINTER_STATUS_PAPER_OUT
PRINTER_STATUS_PAPER_PROBLEM

PRINTER_STATUS_PAUSED

The printer is out of taner
The printer is not aNable for
printing.

The printer is offline.

The printer has rurh ol
memory.

The printer's outgain is full.

The printer cannot privé t
current page.

Windows 95: Indicates the
page is being "punted” (that is,
not printed) because it is too
complex for the printer to prir

Paper is jammed in thatpri
The printer is out of pape

The printer has a pape
problem.

The printer is paused.

PRINTER_STATUS_PENDING_DELETION The printer is datg a print

PRINTER_STATUS_POWER_SAVE

PRINTER_STATUS_PRINTING
PRINTER_STATUS_PROCESSING

job.
The printer is in powaves
mode.
The printer is printing.
Themter is processing a pri
job.

PRINTER_STATUS_SERVER_UNKNOWN The printer statusimxnown.

PRINTER_STATUS_TONER_LOW

The printer is low on tone

PRINTER_STATUS_USER_INTERVENTIONhe printer has an error that

PRINTER_STATUS_WAITING
PRINTER_STATUS_WARMING_UP

cJobs

requires the user to do
something.

The printer is waiting.
The printer is warming.up

Specifies the number of print jobs that have baerugd for the printer.

AveragePPM

Specifies the average number of pages per minatéhtve been printed on the

printer.
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Chapter Four
DSM S Interface and Testing

4.1 Installing DSM S

DSMS interface designed to enable the Administragononitor the
peripheral devices in the host or remote PC(s)lyeaBSMS system
consists of two parts, Administrator part which irsstalled in the
Administrator's computer, and the Agent part whishinstalled in the
remote computers.

The Agent.exe must run in the remote PC in the oty adding it
to the start up menu of the remote PC which hasteoface with the user.
At the Administrator side, the Administrator.exéefis executed in the

Administrators computer to start monitoring.

4.2 Running DSM S

DSMS system is designed with six frames to enalie t
Administrator to monitor the local or remote peepadl devices, these
frames are: Log In frame, DSMS frame, Lists fra@emputers List frame,

Devices List frame, and Printers Archive frame.

4.2.1 Password frame
When DSMS executed, the first frame, as shownguaré (4.1), will
appear to check the authenticity of the Administrat

Eg_;.aLng In

Administrator ID: lAdministrator

Password: |*1r*1r|

(8] | Cancel I

Figure (4.1): Log In frame.
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When the Administrator enters the correct ID ansspard, the next
frame will appear on the Administrator screen, buhe Administrator
enters wrong ID or wrong password or both, warmrmegsage is appear as
shown in figure (4.2). The system gives the usesdltrails to enter the

correct ID and password. If the user fails, thecexed system ends.

@ Inwvalid Password Or User Marme
Try Again

Figure (4.2): Warning message.

4.2.2 DSM Sframe
This frame is arising on the Administrator screemew the
Administrator enters the correct Administrator lildgpassword. It contains
a menu of two option®onitoring and Help, these options illustrated
below:
1. Monitoring option: This option contains two itenfSart andExit
as shown in figure (4.3).
o Start: To search for switched-ON PC(s) on the LAN and to
search which device(s) are connected with eachchek, the
Start item in theMonitoring option as shown in figure (4.3).
* Exit: this button to end the execution of the monitgrin

system.
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E;g Device Status Monitoring System
Moanitoring  EeEll]

Device Status Monitoring System

Figure (4.3): Monitoring option.

2. Help: This option contains one function, this functismbout, as
shown in figure (4.4).
» About: This function displays a message box contain tshor

information about the DSMS, as shown in figure 4.5

B Device Status Monito ring System
Monitoring BgEEsS

Device Status Monitoring System

Figure (4.4): Help option.

X]

About

Device Status Monitoring System

1.0

Copyright (c) 2006

This Project monitars peripheral devices status
Prograrmimed by Reern Bager A-Saffar

Figure (4.5): About frame.
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4.2.3 Listsframe

After completing the search for the computers aedaks, the new
frame, as shown in figure (4.6), is created. Thame consists of two
buttons:Computers List button andDevices List button. These buttons
display the information of monitoring, shown in gsen (4.2.4) and section
(4.2.5).

E;a Lists

Figure (4.6): Lists Frame.

4.2.4 ComputersList frame

When theComputersList button in Lists frame is chosen, a new
frame, as shown in figure (4.7), will appear tqothy the information
about the devices of each computer.

E;i Computers List

FyoceraFlOlQPrinter Faper Out
Camera Connected :
SGoanner filot Comnect | o

Figure (4.7): Computerslist frame.



Chapter Four: DSMS Interface and Testing T

This frame contains: Computers List, Devices taBlnter Archive

button, and back button.

» Computers List: displaying the switched-ON compsiten the
network.

» Devices table: this table contains the informabbthe devices of
the computers. It consists of three columns, Dewane,
Device Type, and Status.

When any PC name is chosen from the Computersd.isihle is
displayed containing:
a. Devices name (driver name or manufacture name).
b. Devices type (this device either printer or scanoer
camera).
c. And the status of each device.

» Printer Archive button: displays the information afspecific

printer, as shown in section (4.2.6).

 Backbutton: this button back the user to the Lists ffam

4.2.5 DevicesList frame
When theDevices List button in the List frame is chosen, Device
List frame, as shown in figure (4.8), will appetar display the information

about the peripheral devices in the LAN.
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Eﬂ;-i Devices List

Please Select One of This Devices

To Display It's Information:
Devices List Device Name |[Comp. Hame Status
|Printer LG Weh Camera|Fol9 Connected
Scanner Mercury WebCafPcle ot Connect

Camera SB[BEIF'I‘IniBr Name
And Click This Button

Printer Archive

hack

Devices Information

Figure (4.8): Deviceslist frame.

This frame contains: Devices List, Devices inforimatable, Printer
Archive button, and Back button.

* Devices List: display a list of monitored peripHetdavices.

* Devices information table: this table contains thé®rmation
about the selected device. It consists of threeunons,
Device_Name, Comp_Name, and Status.

When a device is chosen from the Devices Listbéetaontains
devices' names, their status, and the computengsidzhat own
these devices.

» Printer Archive button: display the archive of &sific printer as
shown in section (4.2.6).

» Back button: this button back the user to the Lfistme.

4.2.6 Printer Archiveframe
This frame displays the archive of the printer. display this
archive, the printer name is selected from the 8evName column in the

Computers List frame or Devices List frame and Brenter Archive
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button is clicked on, then the archive frame, asaghin figure (4.9), will

be displayed on the screen.

[~ 11[<]

E Mrinter Archivee

Printer Archiwve
Prirter Name lisAr Namp File Nama Total Pagos Date ind Time

Kryrocera F-LC1lcC Ahwbolo test.txt - Hoz=zpad =129, Hoaday, Julw 03, Z00&
Fyuueca FoLOLE “NPLlE Miccosufl Mord - liel_u.doc 1Z:40: 01, Huuday, Jule 03, 2008

Eatk

Figure (4.9): Printer Archiveframe.

The Printer Archive frame displays the table thaintains
information about the selected printer, this infation is:
* Name of the host or remote printer user who sepdm job to
the printer spooler.
* File name to be printed.
» Total pages of this file to be printed.

» Date and time of printing.

4.3 DSM S Example
To run the DSMS system, the user of this systenmAcstrator)

must follow many steps. These are:
Stepl: When DSMS system starts, the Administrator museretite
correct ID and password in the Log In frame, aswshan

figure (4.1), to enter the system.
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Step2: The next frame is DSMS frame, as shown in figdr8)( Click
on theStart menu item to search for the switch-ON computer
and receive the monitoring information.

Step3: The List frame, as shown in figure (4.6) is thetrfeame after
completing the search. If the Administrator clickn o
ComputersList button then go to the step (4), else if click on
Devices List button then go to the step (5).

Step4: The Computer List frame, as shown in figure (4di9plays the
list of computers and the Administrator must set@et of the
computers to display the table of the peripheralabs of this
PC, or select one printer and click Brinter Archive button
to display the archive of selected printer in thiater archive
frame, as shown in figure (4.9).

Step5: The Computer List frame, as shown in figure (4ds3play the
list of monitored peripheral devices and the Adstiator
must select one of this devices to display theetaifl the
information of this device and which PC own thivide, or
select one printer and click ofrinter Archive button to
display the archive of selected printer in the f@inarchive

frame, as shown in figure (4.9).
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Conclusion and Future Work

5.1 Conclusion

From this research, many things were noticed amttladed. The
following are the most important ones:

1. In any client-server programming model, the mutatdded
technique must be used in the server to ensurerbgponse time in
the client side.

2. VC++ language is a suitable language to implemért gystem
operation because it have an instruction set trafget access to the
Operating System to get information about the enipl devices.
While java language is suitable to implementing thetwork
operation.

3. From IPC mechanisms point of view, the socket éslibst technique
to be used because:

a. Itis implemented with few statements and needvamables.

b. It's powerful in sending and receiving traditiodaka types.

c. It uses the TCP/IP protocol, so it can be usedniernet
programming.

During system implementation, several problemsased, the main
problems are:
* The first problem was finding the proper prograngrianguage
that strongly supports all system and network fiamst in a
perfect way. To solve this problem, more than omgmamming
language (VC++ and Java) are used to take the ibenékach

one. But a new problem arose which was how to coenthiese
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different programming languages. This problem heenbsolved
by using Java Native Interface (JNI) method to cimbava
language with VC++.

* When monitoring the status of the peripheral desjiegproblem
appears that the types of a devices are diffemshitlae drivers
of the devices also differs from device to anotivenen one
driver read a status, another driver not readat.dxample, the
driver of the printer different from one printer @nother
therefore, not all status was read in all drivéiso the types of
the scanner are different and not all scanners theesame
result.

* In Windows operating system, no DLL is available ieth
supports the scanner monitoring. Therefore a wriéL was
installed with the Windows DLL.

« TWAIN API was used to monitor the scanner, and thi3
caused the system to be run slowly.

» The archive was implemented to the printer onlyaose the
printer is a shared device, therefore a number sdful
information can be recorded such as printer narser name,
printed file name, total pages of printed file, atate and time
of printing. But the scanner and the camera areicdestl

devices and they are used by the host PC user only.
5.2 Future work
After developing DSMS, several ideas come to mihdt tmay

improve the overall performance. These ideas haeenbleft as

recommendation for future work. These recommendatae:
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1. Possible development for this work is by adding nasvipheral
devices for monitoring for example modem and speakkso, the
internal components can be monitored such as hskg ftbppy, and
motherboard of the host computer.

2. Running the proposed system on a Wide Area Net\(\ikN).

3. A development to DSMS system can be made by adtdamgetwork
devices such as network printer and IP camera, evtieey are
connected directly to the network not to a PC.

4. Add an interface to the managed devices configumatd add new
printer, new scanner and so on.

5. Provide addition authentication and security to Algeent such that
only the Administrator may access to the functiohggent and the

files of all monitored devices.



Chapter One

Overview

1.1 Introduction

A computer network, like internet, exists whenever two or more
computers are linked together through some tympmofmunications medium.

Computer network is a shared resource used to exchange information
between users. A computer network is a distriba@tection of computers,
viewed by the user as on large computers systemhvdliocates jobs without
use intervention [Cra99].

Network management includes the deployment, integration and
coordination of the hardware, software and humamehts to monitor, test,
poll, configure, analyze, evaluate and control tmetwork and element
resources to meet the real-time, operational pmdoce, andjuality of
service requirements at a reasonable cost.

Network management system is a software that allows to set up a
network-management console--or simply the Network Manager. The
Network Manager is the master control panel. Wite Network Manager,
software runs as agents on each device that wantsahage. The agents
communicate with the Network Manager to providetia# information that
needed to manage a device. Some agents are papplietnature and some
follow standards, but generally both serve the sparpose: to interact with
the managed device to find out its status and thpart back to the Network
Manager. While agent software varies from vendoveéndor, most provide

the following basic functionality [Lui99]
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Status information about the managed device.
» Statistics about the managed device's networkfade(s).
* An interface to the managed device's configuration.

» The ability to detect faults in the managed dewd report on them to
the Network Manager. This reporting mechanism isrofeferred to as

a trap.

» The ability to provide authentication and secutatyhe agent such that
only a Network Manager with the correct securityyraacess the above

functions on the agent.

Network Management can be used in the followinga&rBur04]:
1. Performance management.

* Objective: quantify, measure, report, analyze andtrol the
performance (e.g., utilization, throughput) of drnt network
components.

» Components include individual devices (e.g., linkajters, and
hosts) and end-end paths through the network.

* Protocol standards such as the Simple Network Mamagt
Protocol (SNMP).

2. Fault management.

* Objective: log, detect, and respond to fault caoodg in the
network.

» Responsible for the immediate handling of transieetwork
failures while performance management takes thgdorerm

view of providing acceptable levels of performanté¢he face of
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varying traffic demands and (hopefully rare) netwvatevice
failures.

* SNMP plays a central role here also

3. Configuration management.
» Obijective: track which devices are on the managgdaork and,
the hardware and software configurations of thesecds.
4. Accounting management.
* Obijective: specify, log, and control user and devaccess to
network resources.
 Usage quotas, usage-based charging, and the allocat
resource access privileges fall under accountingag@ment.
5. Security management.
» Objective: control access to network resourcesraaog to some
well-defined policy.
» use of firewalls to monitor and control externategs points to

one's network is a component of security management

Network Management’'s main features and benefitsiaec[Lui99]:

» Performance monitoring for switched environment.

Multilayer switch monitoring.

Comprehensive and easy-to-use device configuration.
» Backup and easy distribution of device configumasi

» Easy configuration of network traffic managemeuoiiges.
» Easy updating of device software.

» Easy mapping of hosts to switch ports.
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» Fault diagnosis and management.
* Remote access via the Internet.

e Multiple user access.

1.2 Network monitoring

Network monitoring is the information collection function of network
management. The purpose of network monitoring ésdbllecting of useful
information from various parts of the network sattlthe network can be
managed and controlled using the collected infalmat

Most of the network devices are located in remateations. These
devices do not usually have directly connected iteals so that network
management application cannot monitor their statuesssily. Thus, network
monitoring is developed to allow network managemegoplications to check
the states of their network devices. As more ancemetwork devices are used
to build bigger networks, network monitoring is erged to monitoring
networks as a whole.

As more people communicate using networks, netwdiksge become
bigger and more complex. The proliferation of théeinet has increased the
pace of network expansions. At this age of big emriplex networks, network
monitoring applications need to use effective wajxhecking the status of
their networks, and network components so that oedwmanagement
applications can fully control their network anasyide economical, and high-
guality networking services to the users [EdmMOO].

Network and application monitoring systems whichnitar hardware,
software and network traffic are a must to deteemproblems, isolate

bottlenecks and develop fixes. There are genethlige basic goals for
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network monitoring [EdmMOO]:

» Performance monitoring deals with measuring thdopeance of the
network.

* Fault monitoring deals with measuring the problamghe network.
The objective of fault monitoring is to identify Uths as quickly as
possible after they occur and to identify the caniséhe fault so that
remedial action may be taken.

» Account monitoring deals with how users use thevosk.

1.3 Network monitoring benefits

There are many benefits that can be achieved biemenmting network
monitoring software in the environment. Here armmsaommon benefits to
have network monitoring software [Bec04]:

* Help ensure that the network is available to users.

* Respond more quickly to hardware and softwaceentsandproblems.

* Determine where the network is performing well dheswise — for
example, where there might be bottleneckdbamdwidth preventing
parts of the network from operating efficiently, at all (this is
particularly important for networks where networage often, follows
an unusual pattern such as the peaks in use ottia@rk).

* |dentify trends and determine how to optimize tie¢éwork by changing
network configurations, replacing netwadkevicesand so on — this will
help establishing where it is likely to obtain thest return on future

investment in the network hardware and software.
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* Improve the visibility of network status — will lgeto see instantly what
parts of the network are working or not at any gitiene (this will help
improving response times when part of the netwadsdail).

» Get timely notifications when failures occur.

1.4 Literature survey
Various efforts in the field of device monitoringysseem were

introduced; some of these efforts are summarizéxhbe

1. B. Leitz, M. McWhirter, Low Paper Monitoring System, 2003.

At the present time, printers only have the cagglit alert users when the
printer is out of paper. This project’s focusasievise an inexpensive system
that will inform users about how much paper theaten has compared with
the number of pages the user wants to print. Ms¢em will initially be
implemented on a DeskJet type printer; howevertapdity to other
platforms, such as other printers, fax machines] eopiers will be an

important consideration during all aspects of tagigh [Bra03].

2. Colin Goldsmith, Wireless Local Area Networking For Device

Monitoring, 2004.

In this thesis, a wireless local area networkinghieque is developed,
which is intended for use in a device monitoringteyn. Wireless local area
networking (WLAN) protocols (802.11, 802.11a, 80l 802.11g,
Bluetooth, HomeRF, and Ultrawideband) are quickfcdiming a standard
solution for connecting many different types of ideg together. In this thesis,
a WLAN will be used for a device monitoring apploa. The endless
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possibilities of wireless technologies shall bedus® monitor the variables
involved in printers, fax machines, scanners, ahérodevices.

Finally, a prototype of the wireless local areawwrk for device
monitoring is designed with code developed using dava programming

language [Col04].

3. Patrick Powell, LPRng SourceForge Project (LPRng An Enhanced

Printer Spooler), 2004.

The LPRng software is an enhanced, extended, andabi®
implementation of the Berkeley LPR print spoolerndtionality. The
implementation is completely new and provides suppar the following
features: dynamic redirection of print queues; audtic job holding; highly
verbose diagnostics; multiple printers serving@l& queue; greatly enhanced
security checks; and a greatly improved permissamd authorization
mechanism. The source software compiles and runa ende variety of
UNIX systems, and is compatible with other prinbelers and network
printers that use the LPR.

LPRngTool is a Graphical User Interface for the mming and
configuration of the LPRng printing system. Thislts [Pac04]:

* Printer Monitoring:
* Monitoring facility for spool queues.

» Detailed queue and device status.

4. ManageEnginé", OpManager 5.5, 2005.

ManageEngine OpManager 5.5 product is a networkitoamg software
that combined WAN, Server and Application monitgrinOpManager
automates several network monitoring tasks and vesidhe complexity
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associated with network management. OpManager asmdiscover entire
network, group devices into intuitive maps, monidewices in real-time, alert
instantaneously on failure and provide comprehensports and graphs. One
of the features of this product is printer monnori

Using OpManager printer monitoring functionalitypesators can receive
instant alerts when faults such as Paper jam ocapkanager detects low-
toner / no-toner, low paper / No paper scenarios05].

5. ServerFiles.com, Print Inspector, 2005

ServerFiles.com is server software and hardwarectdiry for Network
administrators & IT professionals, listing netwarfiand server software for
Windows 2003, Windows 2000, NT and Linux; and now also listing
networking hardware solutions focused on serveedbasmputing

It produces many products, one of these produd®irg Inspector. Print
Inspector is a print management and auditing sotutor the user corporate
network. This software lets the user manage thet pobs queued to any
shared printer and provides easy access to thepéand print server settings.
Print Inspector also features print auditing calitgs: it saves to the special
database detailed statistics about all printed mhecds (including the
document name, date and number of pages, job ddtd¢irae, name of the
user who created the job, name of the computer fiimeh the job was sent

to the printer and more) [Ser05].

6. Optio Software, Optio Print Manager™, 2006.
This software helps the user to print more effitieand dependablyVith
Optio Print Manager, the user will have the conficethat the documents that
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start, sustain and complete the critical businesxgsses are printed --
including each page of every job.

Optio Print Manager will help the user to addrdssseé common printing
challenges assured delivery, printer availability, printer iéion
management, printer load balancing, automatedeuriailover, Unnecessary

IS support calls, printing resource utilization [O).

1.5 Aim of Thesis

The aim of this project is to implement network-ntonng system on
peripheral devices and get the status of thesee®was a client-server model.
One or more remote devices in the network can baitored using this
system. The proposed system can monitor the dewb& are connected to
the remote PCs and display their status; in additicaves to a special files

detailed statistics about all printed documentm{er archive).

1.6 Thesis layout
In this section, the contents of individual chaptef this thesis are
briefly reviewed.
» Chapter two: covers the theoretical basis of networking, momtpr

system, and peripheral devices.

 Chapter three: presents proposed system architecture, and the

algorithms that used to implements this system.
» Chapter four: presents the user interface for the designaterayste
» Chapter five: introduces conclusion on this work, with recommeiaa

for future work.



Chapter Three
| mplementation of Device Status M onitoring System (DSMS)

3.1 Introduction

This work concerned with the implementation of anitmring system
called Device Status Monitoring System (DSMS)slainetwork monitoring
type that could be classified as fault and accogntnonitoring system.
DSMS monitors and reports the devices activatesateaconnected to a host
or remote PC which work on a LAN. The proposedeaystiepends on the
concept of client/server system.

DSMS consists of two parts, the Agent and Admiaisir monitoring
parts. The Agent part which resides on the rem@asPresponsible to get
the data (information) from the peripheral deviedsch are connected to
the remote user PC and send it to the Administnaimmnitoring part on the
Administrator PC. The Administrator monitoring pavhich is resided on
the Administrator PC, in its turn, is responsibleisplaying the information
to the Administrator or saves to the special fdesailed statistics about all
printed documents (printer archive) for later use.

A device status monitoring system must be impleegnusing
languages that support the networking operations,addition to the
Operating System APIs (Application Program Integfac

To implement DSMS, JAVA is chosen as a network apen support
language, while Visual C++ as the language thatihstsuction set which
provides access to the Operating System APIs toirdetmation about
peripheral devices status (printer status, scastaéus, and camera status).

DSMS is run on a LAN with bus architecture at whathcomputers
are connected to the network HUB, and all compuéges running under

windows XP operating system.
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3.2 The DSM S Architecture

To build DSMS, two computers and one device, atleaust be exist
and connected through the network. One PC should & monitoring
administrator and the other PCs with their periph@tevices) are monitored
by the administrator. Each PC that has peripheraiceé(s) connected with it
installed with an Agent subsystem. The peripheeaiaks are classified into
two types: the first type can be shared by diffefe@s in the network such
as the printer. The second type is dedicated dgvitlkeey are used by the
host computer only because this type of devicesstéike input from the user
directly such as the scanner and the camera wiel@tinter takes the input
from the computer. Figure (3.1) shows the architiecof the DSMS.

PC
(Monitoring Administrator)

Figure (3.1): Devices Status Monitoring System (SDMS) Architecture



Chapter Three: Implementation of Device Status Monitoring system (DSMS) £)

The Administrator and Agent subsystem of the DSMB8gsm many
functions. The Agent subsystem performs the follmafunctions:
* Printer monitoring.
* Scanner monitoring.
» Camera monitoring.

» Get printers archive.

The functions of the Administrator subsystem are:
* ldentify the PCs which are connected with the LAN¢ search
for the devices which are connected with each PC.
» Start Monitoring.
» Select the PC to be monitored.

e Select the device to be monitored.

3.3DSMSMod€
The DSMS depends on client/server communicationgusiockets.

The overview of client/server system is shown gufe (3.2).
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Agent Listening Socket
Create |—» Listen | 4! | Accept | Create socket . Close
Administrator Socket Agent Socket
Create
i v i | E
Connect !
Send N | 41 send |
Receive |7 \ Receive | !
Close Close

Figure (3.2): General client/server view.

The DSMS model consists of two parts: Administraobsystem and
Agent subsystem. Figure (3.3) shows DSMS model (Athtnator and
Agent).
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Figure (3.3): DSMS model (Administrator and Agent subsystem).
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3.3.1 The Agent subsystem

The Agent is the remote part of the monitoring eystwhich is
installed on the remote PC to be monitored. DSM&araate many Agents
which are installed on each monitored PC. The Ageast run in the
background silently without notification load ottiatty appearance so as not
to disturb the user.

To prevent the user from interference with the Ageiggering, the
Agent runs at windows startup in a standby modeingaito receive the
Administrator signal in order to start monitoringetdevice activates and
sent the monitoring information to the Administratdhe Agent opens a
socket and listening port, then waits a connectiom the Administrator.
The Administrator knows the ports number that tiget listening to. When
the connection established, the Agent starts liship running appropriate
monitoring functions @rinter monitoring thread, scanner monitoring
thread, or camera monitoring thread, and get printer archive function).

The main Agent module divides into two algorithnthe first
algorithm open a connection with the Administratorsend the name of
Agent PC to the Administrator and check which desiconnected with PC.
And the second algorithm waits a request from Adstriator to monitor the
devices. Algorithm (3.1) shows the check algoritbmd algorithm (3.2)

shows the main Agent algorithm.

Algorithm (3.1) check algorithm

Goal: This algorithm opens a connection with Adminisiraand check the

connection of devices.
Input: None.
Output: None.
While (true)

{

Open a connection with Administratordpen a socket(ID,Port_No)
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Send the PC name to the Administrator.
Check the connection of printer and safldg to the Administrator.
Check the connection of scanner and adiat to the Administrator.

Check the connection of camera and sefta to the Administrator.

Algorithm (3.2) main Agent algorithm

Goal: This algorithm opens a connection with Adminigirahnd monitors the
peripheral devices.
Input: None.

Output: None.

If (printer is found)then

Set a Timer.

Run Printer_Archive function (see algorithmg{3.
While (true)  //until shut down, restart, or stop the Agent
{

Open server socket (port number).

Wait a request of monitoring from Administrator.

If the flag of printer connection is truehen
Start Printer_Moitoring thread (see aldorit(3.3)).
Send the result to Administrator.

If the flag of scanner connection is triiéen
Start Scanner_Monitoring thread (see allgori{3.4)).
Send the result to Administrator.

If the flag of camera connection is trilidien
Start Camera_Monitoring thread (see algori{B.5)).

Send the result to Administrator.

The Agent consists of four modules. These moduies a
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1. Theprinter monitoring module

The printer monitoring module is to gee tprinter's information by
using the windows API, and these information aiatpr name and status
(represent as a number). The printer status ibtieese: (out of paper, not
found {the printer not configured}, job of printas paused, printer is
switched OFF, the printer is printing, the job einger is spooling, Job is
deleting,no toner, and low toner), represent as list in Awninistrator
subsystem.

The Spooler of printer must be attempting to serptiat job to the
physical printer. This is the only time the stateh® printer is reported by
the port monitor. The most meaningful informatioboat print jobs is
reported by using @OB_INFO1 structure as shown in appendix (A).
JOB_INFO structure describes a full set of valussoaiated with a job and
specifies print job information such as the jobnAtleer value, the name of
the printer for which the job is spooled, the navhéhe machine that created
the print job, the name of the user that owns tir& b, and so on for that
particular print job.JOB_INFO1 structures are returned liyetJob API
function. This function retrieves information abauprint job. To determine
the status of the printer by examining the statusmber of a
PRINTER_INFO2 structure as shown in appendix (RRINTER_INFO2
structure specifies detailed printer informatiord ahe status value of a
printer. This structure is returned by tBetPrinter function which retrieves
information about a specified printer. The statusember of the
PRINTER_INFO2 structure may be set with values that represenstiitus
of the printer as a message suchPRINTER_STATUS PAUSED or
PRINTER_STATUS PAPEROUT and so on.

Each of these functions requires a handle to aegurtio identify the
desired printer (printer handle is a number assignea printer that is used
by the operating system to keep track of the atteb of that printer). This
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handle is obtained fronOpenPrinter function; OpenPrinter function
accepts a string containing the name of the premen input and returns the
printer handle as an output. The printer name eaeither local name of the
printer or share name to a network printer.

Algorithm (3.3) shows the steps of the printer nbamng function
which collects information about the printer.

Algorithm (3.3) printer monitoring algorithm

Goal: This algorithm monitors the printer and returns phiaeter information.
Input: None.

Output: Printers information file.

Stepl: Enumerate all the printers installed on the mahi

Step2: For each printer get the handle of the printeOpenPrinter function.

Step3: Get the buffer size needed for storing printeoinfation (pointer to a
variable that the function sets to the size, inebytof the printer
information, and the value represents the requmaater buffer size, i.e.
the value represents the number of bytes stordteibuffer).

Stepd: Get the printer information (pointer to a bufférat receives a structure
containing information about the specified printer)

Step5: Get job storage space (required space to pijivibs).

Step6: Get the number of jobs to be printed.

Step7: Get the printer information for the Printer Queural the jobs in the Printer
Queue.

Step8:  Close the printer.

Step9:  Save the printer information to file.

Stepl0: If other printer remaing hen Go To Step2.

Else end.

2. Thescanner monitoring module

The job of this module is to get the scanner inftion by using

TWAIN API as mentioned in section (2.7.1). This informatis scanner
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name and status (represent as a number). The scatatas is either
switched-ON or switch-OFF.

This module acquires an image from a specific sosganner (need to
know exact name of scanner) by usiigVAIN_OpenSource(Source
Name) API, TWAIN_OpenSource Opens the Source with the given name.
If that source is already opened, does nothingratdns TRUE. If another
source is open, closes it and attempts to opersgbeified source. Or this
module acquires an image from the default source Uing
TWAIN_OpenDefaultSource APl. TWAIN_OpenDefaultSource opens
the default source if some source is already optsg does nothing and
returns TRUE.

If the open source operation succeeds then acgaimesnage and
stores it in a bmp file, else there is an errothm scanner. To test acquiring
an image from the scannefWAIN_AcquireToFilename API is used,
TWAIN_AcquireToFilename function is acquire an image and save it to a
file. If the flename contains a standard extengiomp, .jpg, .jpeg, .tif, .tiff,
.png, .pdf, .gif, .dcx) then the file is saved e implied format.

To hide the source user interfad@VAIN_SetHideUl API is used,
this function control the 'hide source user integfdlag. This flag is initially
false (0), but if set it non-zero, and then whesoarce is enabled it will be
asked to hide its user interface. Algorithm (3.4pws the steps of the

scanner monitoring module:

Algorithm (3.4) scanner monitoring algorithm

Goal: This algorithm monitors the scanner and return seamformation.
Input: None.

Output: Scanner information file.

Stepl: Enumerate all the scanners installed on the machin
Step2: For each scanner open the source (scanner name).
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Step3: Acquire image from the default TWAIN device (scarnand store it to a

file, then returns a handle to it.
Step4: If previous steps implemented successflilien save status=0 in the file
Else save status=1 in the file.
Step5: Close the scanner.
Step6: If another scanner remaifiken Go To Step?2.

Else end.

3. Camera monitoring module

This module gets the camera information using VIW API as
mentioned in section (2.8.1). This information amera name and status
(represent as a number). The camera status isr gitbenected or Not-
Connected.

In this module two APIs of the VIW API are usedher first,
capCreateCaptureWindow API, is used to find the handle to the specified
camera, then create capture window of camera. Tleeonsl,
capDriverConnect API, is used to connect a capture window to aurapt
driver. If this connect is successful then the aamg connected, otherwise

there is no camera. Algorithm (3.5) shows thesgsste

Algorithm (3.5) camera monitoring algorithm

Goal: This algorithm monitors camera and returns canmdoaimation.
Input: None.
Output: Camera information file.

Stepl: Enumerate all the cameras installed on the machin

Step2: For each camera get the camera handle.

Step3: Capture the window of this camera.
Step4: Capture a camera driver.

Step5: Connect the captures of window and driver.
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Step6

Step7

4., Get
This

on a file.

. If this connection is tru€hen save status=0 in the file.
Else save status=1 in the file.

. If another camera remairishen Go To Step2.
Else end.

printer archive module
function gets the information about a spequfimter and stores it

These information are printer name, cotaps name that used this

printer locally or shared, printed document naroggltpages of the printed

document, and date and time of printing.

This

function opens the specified printer, getsaadbe to this printer,

then get the number of jobs in the printer's spoahel get the information of

each job

if printed. Algorithm (3.6) shows the st&b this module.

Algorithm (3.6) Get printer archive algorithm

Goal:
I nput

This algorithm gets the archive of printers.
: None.

Output: Printer archive file.

Stepl
Step2

Step3:
Step4:
Steps:
Step6:
Step7:
Step8:
Step9:

: Enumerate all the printers installed on the maehin
: For each printer get the handle of a specifictpriby OpenPrinter function.

Find out how much memory the archive need.

Allocate enough memory for used structures.

Fill out the structure that contains the printdormation or job information.
Get how many jobs in printer spooler.

Loop through the jobs and access each one

Save the information about each job in the file.

Close the printer.

Stepl0: If another printer remain$hen Go To Step2.

Stepl

1: Else end.
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3.3.2 The Administrator subsystem

The Administrator subsystem is the control unittb& monitoring
system. It is loaded on one of the LAN PCs fromahkhihe Administrator
monitors the LAN. The Administrator selects the RCthe network to
monitor its devices by selecting the IP addresshef PC. The Agents
subsystem in all PCs run in standby mode, readyredoceive the
Administrator subsystem signal to start running ice'8 monitoring
functions and sending the monitoring informatiorheTAdministrator is
responsible for selecting PC, and receiving theormftion about the
monitored devices.

The Administrator subsystem implemented by usindtithteading
technique. Threads allow multiple activities to gged concurrently in the
same program. And a multithreaded program contaioor more parts that
can run concurrently. Each part of such a programailed athread, and
each thread defines a separate path of executibe. Administrator
subsystem receives each Agent connection. It geateeparate thread to
each connection and processes each Agent in aasepduread. These
threads enable the Agents to send its' PC namettendlags of devices
connection independently and all threads use time $igts to store its name
and flags.

Administrator subsystem has four functions, thesetions arecheck
the Administrator authenticity, search for operated (switched ON)

computerson LAN, start monitoring, and display printer archive.

1. Check the Administrator authenticity
This function used to check Administrator authattibefore open the
main window of monitoring program. The system givéee user

(Administrator) three trails to enter the correotdnd Password. If the
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user fails, the executed system ends. Algorithnd)(Bsed to run this
function.

Algorithm (3.7) check Administrator authenticity

Goal: Algorithm is used to check the Administrator autinety.
Const: Administrator_ID.

Password.
Input:
Admin_ID: the name of Administrator.

Pass: the password of Administrator.
Output: Either true or false.

Stepl: Fori=1...3

Step2: Input Admin_ID and Pass.

Step3: If (Administrator_ID = Admin_ID) and (Password = Pa3d)en
Return (true).
Step4: Return (false).

2. Search for operated (switched-ON) computer on the LAN
This function searches the connected switched-ONpaers in the
LAN, and the devices connected to each PC. It dyspthe computers'

names and their devices in a list. The administra@n select any

computer to monitor its devices, as shown in athari(3.8).

Algorithm (3.8) search for switched ON computerson the LAN
Goal: This algorithm gets the names of the switched Ohpmaters on the LAN

and check which devices are connected with thespuoters.
Input: None.

Output: List of computers' names on LAN and flags of tleeinnected devices.
While (true)

{
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Open server socket with specific port.

Wait a connection frone thgent program.

Receive Agents' PC name put it in PCName_List.
Receive flag of printemnection.

Receive flag of scanc@nnection.

Receive flag of cameoarection.

3. Start monitoring

This function opens a connection with a selectedmder and sends a
request to the Agent subsystem which is runningtloe selected
computer. The Agent subsystem collects the infaonatbout the
computer's device(s) and sends them to the Admeamast subsystem.

These steps are show in algorithm (3.9).

Algorithm (3.9) Devices monitoring

Goal: This algorithm monitors the status of peripheralides in the Agents' Pc.
Const: Printer_Status list.
Input: PC_Name.

Output: The status of each device in the Agents' PC.

Stepl: Open a connection with Agent by open a socket{Rne, port_No).
Step2: If flag of printer connection is truehen Receiveprinter information file.
Step3: For each printer inprinter information file check Printer_Status with
Printer_Status list to display printer status.
Step4. If flag of scanner connection is triben Receivescanner information file.
Step5: For each scanner sganne information file check
If (Scanner_Status = O)hen display the scanner is switched-ON.

Else display the scanner is switched-OFF.

Step6: |If flag of camera connection is triiden ReceiveCamera information file.

Step7: For each camera camera information file
If (Camera_Status = Ohen display the camera is Connected.
Else display the camera is Not-Connected.
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4. Display printer archive

This function displays on the administrator scrednrmation about
the monitored printer. This can be done by selgctile name of a
specific printer to display its' information. Thaaé&rmation are recorded
by the Agent subsystem on a file on the Administrabmputer.

The file of archive contains many information, thesformation are:
printer name, user name that used this printer, printed documented

name, total pages of the printed document, date and time of printing.

3.4 Softwar e constructing Tools

This project consists of two levels. Each levelrésponsible for
specific jobs. The first (primary) level is respine for managing the
project threads (modules), their creation, runninggrcommunication (data
transfer) between the threads, and the network eximmms. It is written
using Java language. While, the second (secontarg) is responsible for
sending, receiving data from the operating systend calling operating
system instructions. This level is written usingval C++.

Java language does not support the actions performée second
level easily and efficiently, while all these actsoare found in the Windows
API and supported by Visual C++ in an efficient w&p JAVA is used to
implement the first level and Visual C++ to implamhéhe second level. To
combine java with Visual C++, JNI is used. JNI aaiid in java assistant
programs called JDK 1.3 (Java Development Kits). gidvides the ability
to build the interface between the java and VisDat by writing native
functions in Visual C++ inside DLL (Dynamic Link lhiary) file, and then
call these functions by the java program to geanmition from the system.
The native functions are used to call the API fiomd that are found in the

Visual C++, as shown in figure (3.4).
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Administrator.exe @ Agent.exe
Java code Java code
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Java Levd

\ 4
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System L evel
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WindowsXP

Figure (3.4): Thereationship between java and VC++.

To implement DSMS, a DLL file is written using V&uC++. This
DLL file contains all native and assistant funcgpwhich are called by the
java subsystem of the DSMS. The java subsystemeoDISMS cannot load
any DLL library file and use their functions unlasss DLL file is created
for this java program using JNI methods. So thatee DLL file does not
represent the function library (in a real meaniag)t is known, it represents
an interface between java and Visual C++ progrargrtanguage.
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Computer network and monitoring concept

2.1 Computer Network

The term "computer network"™ means a collection atoaomous
computers interconnected by a single technologyo €amputers are said to
be interconnected if they are able to exchangernmdtion. The connection
need to be via a copper wire; fiber optics, micreesm infrared, and
communication satellites. Also computer networkrnsinterconnected system
of computing devices that provides shared econdnaiceess to computer
services. It is a set of computers and periphdplaters, modems, plotters,
scanners, and so on) which are connected togethesoime medium. The
connection can be direct (through a cable) or ewirthrough a modem).
Different devices on the network communicate witdtle other through a
predefined set of rules (protocols). The deviceaonetwork can be in the
same room or scattered through a building, or ttery even be scattered
around the world, connected by a long-distance comration medium
[Cra99].

Networks are important since they provide sevemefits such as
[Tan03]:

* Resource sharing: The goal of Resource Sharing is to make all
programs, equipments, and especially data avail@abbnyone on the
network without regard to the physical locationtloé resource and the
user. Files, programs, printers and other deviaas all be shared
among many users, reducing the cost per user.»am@e, having a
group of office workers share a common printer,enofithe individuals
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really needs a private printer, and a high-volureevorked printer is
often cheaper, faster, and easier to maintain ¢hkrge collection of
individual printers.

* Increased reliability: rather than relying on a central computer for
storage and processing, many computers are awail#ibthe user's
computer fails, he can login to another computet access the same
file and programs from the server.

» Better price/performance ratios than centralized systems: generally, the
entire network of workstations and servers, inaigdithe network
hardware, is less expensive than a mainframe canpuid, for each
individual user, performs as well. This is duelte tapidly decreasing
cost of personal computers and related hardware.

* Digtributed systems vs. mainframes: distributed systems offer
performance that rivals mainframe systems at difnaof the cost.

* Improved person-to-per son communications. businesses and individuals
can take advantage of the speed and low cost af ldistance
communications that WANSs, such as the Internetyigeo For example:
compare the cost of sending several employees rteeting that is

across the country, to a video conference viartteznet.

There are two main types of network connectmrent/server andpeer -
to-peer [Cra99, Pre05].

1. Client/server describes the relationship between two computegrpros
in which one program, the client, makes a servamuest from another
program, the server, which fulfills the requestthélugh the client/server
idea can be used by programs within a single coempuit is a more

important idea in a network. In a network, the miiserver model
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provides a convenient way to interconnect progrémas are distributed
efficiently across different locations. Computeansactions using the
client/server model are very common. For exammecheck the bank
account of any person from remote computer, atcpeongram in remote
computer forwards request to a server programeabémk. That program
may in turn forward the request to its own clienbgram that sends a
request to a database server at another bank cemfuutretrieve the
account balance. The balance is returned backeaddémk data client,
which in turn serves it back to the client in reeng@ersonal computer,
which displays the information for this person.

Another definition of client/server iscamputational architecture
that involves client processes requesting servao@a server processes. In
general, client/server maintains a distinction le®w processes and
network devices. Usually a client computer and esecomputer are
two separate devices, each customized for theigaed purpose. For
example, a Web server will often contain large ami®wf memory and
disk space, whereas Web clients often include featto support the
graphic user interface of the browser such as bighvideo cards and
large-screen displays. Figure (2.1) illustratesltiggcal architecture of a

typical client/server network [Cra99, Pre05].
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Workstation Workstation
(Client) (Client)

Workstation
(Client)

Figure (2.1): Thelogical architecture of atypical client/server network.

2. Peer-to-peer networks have workstations connected to each dihedo
not have servers. This configuration generally hasingle string of
computers connected together via cabling. Each atengs an equal, or
"peer," of the others, and it can share the filed peripherals of other

computers connected to the network [Cra99].

If one user turns off his/her workstation, his/heformation or
peripherals will no longer be available for oth&sshare. In addition,
accessing data and applications from another psrseorkstation can
cause performance problems for that user. Peee¢o-petworks are
typically used for connecting nodes via largely mections. Such
networks are useful for many purposes. Sharingectritles containing
audio, video, data or anything in digital formavesy common, and real-
time data, such as telephony traffic, is also phss#ng peer-to-peer
technology. An important goal in peer-to-peer neksads that all clients

provide resources, including bandwidth, storagecepand computing
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power. Thus, as nodes arrive and demand on themsysicreases, the
total capacity of the system also increases. Bt true of client-server
architecture with a fixed set of servers, in whahding more clients
could mean slower data transfer for all users. feigf.2) illustrates peer-

to-peer model [Cra99].

e . ®
ey

Figure (2.2): Peer-to-peer models.

2.2 Network hardware

Networks can be classified using their scale. Fg{#.3) shows the
classification of multiple processor systems areahlgy their physical size. At
the top aredata flow machines, highly parallel computers with many
functional units all working on the same programexiNare themulti-
computers, systems that communicate by sending messagesvemeshort,
very fast buses. Computers that communicate byasgihg messages over
longer cables, these can be divided inldcal, metropolitan, wide area
networks. Finally, the connection of two or more networkscalled an
internet work [Tan03].
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Interprocessor Distance Processors L ocated in same

0.1m Circuit board Data flow machine
1m System Multi-computers
10 m Room
100 m Building
1 km Campus ]
10 km City Local Area Network
100 km Country
4_.
1000 km Continent
10000 km Planet

Figure (2.3): Classification of Interconnected Processor s by scale.

Metropolitan Area Network
Local Area Network (LAN): LANs are privately-owneu newworks

within a single building or campus of up to a feloke in size. They
are widely used to connect personal computers ag Wide Area Network
company offices and factories to share resources, (printers) and
exchange information. LANs are distinguished froiheo kinds of
networks by three characteristics: (1) their s@,th'};]'te*r'n;?‘;mission
technology, and (3) their topology.

LANs are restricted in size, which means that the woase
transmission time is bounded and known in advance.

LANs may use a transmission technology consisting cdldecto
which all the machines are attached, like the tedep company party
lines once used in rural areas.

Various topologies are possible fbiANs; these topologies are

ring, star, and bus or tree. [Tan03].
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Metropolitan Area Network (MAN): MAN covers a city. The best-
known example of a MAN is the cable television natvavailable in

many cities. This system grew from earlier commumtenna systems
used in areas with poor over-the-air televisiorepgion. In these early
systems, a large antenna was placed on top ofrly iddand signal was

then piped to the subscribers' houses. MANs oftetble users in several
local geographical locations to use shared netweskurces as if they

were all parts of the same local network [MatO&)a3.

Wide Area Network (WAN): WAN spans a large geographical area,
often a country or continent. It contains a col@tof machines intended
for running user (i.e., application) programs. Thegchines traditionally
called hostsAt a basic level, a WAN can be created by tyingedes of
simple, point-to-point links together. On the otlkeed of the spectrum, a
WAN might comprise many different systems and LANall
interconnected using a variety of techniques, uiclg standard
telephone lines, packet-switching networks andgrated Services Data
Network (ISDN) links. Between the two extremes aetworks that are
superficially simple but technically complex, anthose that are

superficially complex but technically simple [Dan9&n03].

2.3 Network software

The first computer networks were designed with tlhedware as the

main concern and the software as an afterthouds Strategy no longer

works. Network software is now highly structuretdcéan be described from

two points of views, from protocol point of view drfrom InterProcess
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Communications (IPC) point of view [Tan03].

2.3.1 Network protocols

A protocol is a set of rules and specifications egoing how two
entities communicate. Computers have certain defjp@tocols specifying
proper behavior for communication between them. Whay hardware or
software violates these rules, proper communicatioay not be able to take
place over the network, even between other systeatsare following the
rules. Messages generated by a machine not comfgrimiaccepted protocols
probably won't be acknowledged by other computea$g].

It is helpful to distinguish some different typed @rotocols.
Understanding these different types is where atoactson such as the
Open System Interconnection (OSI) and Transmission Control
Protocol/I nternet Protocol TCP/IP protocols network model comes in handy.
The OSI model is a construction that has seven basic leoklaetwork
communication, ranging from the physical mediunthaf network all the way
up to the application interface appearing on thekstation. The entir®©SI
model is not implemented, where the most commoer&d/set of protocols in
use is thel CP/IP.

The most common example of the network protocolhés (T CP/IP)
that map to a four-layered conceptual model: Agian, Transport, Internet,
and Network Interface. As shown in figure (2.4)cledayer in the TCP/IP
model corresponding to one or more layers of theersdayers of (OSI)
model. TCP/IP is a broad set of rules and stand#éndse rules control how
data on the network is sent on the correct pathretach its intended

destination, how some communication errors are ledndind how logical
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connections between nodes on the network are edtad| maintained, and
ended [Cra99, Fai00].

OSl Mod€ TCP/IP Internet Protocol
Application
Presentation Application
Session
Transport Transport
Network Internet
Data-link
Network Interface
Physical

Figure (2.4): TCP/IP and the OSI Modd.

2.3.2 Inter Process Communication (I PC)

The connection between the client and server pwtiaust allow data
to flow in both directions. There are number of wap establish this
connection. Operating Systems (OSs) support mesmsnof IPC. Many of
these mechanisms are similar in its function béfedent in name from one
OS to another. As an example Windows NT operatystesn provides several
different IPC mechanisms. The most common WindoRR€ kre [Cou01,
DeiO1, Lit00, Par99, Pra97].

1. Remote Procedure Calls (RPCs): The RPC was designed as a way to
abstract the procedure-call mechanism for use lsgtvaystems with
network connectionsin RPC the client program calls a procedure in
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another program running in server process. Semeng be clients to
other servers to allow chains in RPCs. RPC allowsoaedural program
to call a function residing on another computec@sveniently as if that
function where part of the same program runninghensame computer.
A disadvantage of RPC is that it supports a limsedtl of simple data
types. Therefore, RPC is not suitable for passing eeturning java
objects.

2. Sockets: All upper-layer applications that uses TCP hayera number
those identifiers the application. In theory, pauimbers can be assigned
on individual machines however the administratosimds, but some
conventions have been adopted to enable better oomations
between TCP implementations, which enables the parhber to
identify the type of service that one TCP systenreiguesting from
another (for example "Simple Mail Transfer Prot6cBMTP service
available on port 25). Port numbers can be changigltbugh this can
cause difficulties. Most systems maintain a filgpoft numbers and their
corresponding service. Each communication cirau iand out of the
TCP layer is uniquely identified by a combinatioh tevo numbers,
which together are calledsacket. The socket is a mechanism between
network applications running on the same computerpn different
computers connected using a LAN or WAN. It defiaeset of standard
Application Program Interface (APIs) that an apgiion uses to
communicate with one or more other applicationgjallg across a

network. The socket supports:
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I. Initiating an outbound connection for a client apgation.
li. Accepting an inbound connection for server applcat
lii. Sending and receiving data on a client/server ottiore

Iv. Terminating a client/server connection.

The specification includes a standard set of ARlsperted by all
Windows-based TCP/IP protocol stack, and to be usgdetwork
applications. In Sockets, application communicaiothannels are
represented by data structures caléedkets. Two items are used to
identify a socket:

* An IP address.

* A port number.

Both the sending and receiving machines have secBetcause the
IP address is unique across the inter network,tla@gort numbers are
unique to the individual machine, the socket numkae also unique
across the entire inter network. This enables aga®to talk to another
process across the network, based entirely onatiees number.
Sockets are highly useful in at least three compatiins contexts:
a. Client/Server models.
b. Peer-to-Peer scenarios, such as chat applications.
c. Making remote procedure calls (RPC) by having #eeiving

application interpret a message as a function call.
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3. Remote Method Invocation (RMI): RMI is a Java's implementation of
RPC for java-object-to-java-object distributed conmcation. Sockets
are built around sending bytes while RMI providesvay to call
methods on objects on other systems. It operateshagher level of
abstraction than socket-based programming, evargth®MI does use
sockets under the covers. RMI enables the prograntmecreate
distributed Java-to-Java applications, in which iethods of remote
Java objects can be invoked from other Java virnathines, possibly
on different hosts. A Java program can make acrak remote object
once it obtains a reference to the remote objdbierby looking up the
remote object in the bootstrap naming service pieyiby RMI or by
receiving the reference as an argument or a retalure. A client can
call a remote object in a server, and that seraaraiso be a client of
other remote objects. RMI uses object serializationmarshal and
unmarshall parameters and does not truncate tyggmorting true

object-oriented polymorphism.

2.4 Network monitoring

Network monitoring software is software that is idasd to help
monitor LANs, MANs, WANS, and all network equipmes@mponents. With
network monitoring software implemented, user @ét alerts when network
equipment fails, monitor performance of network ipment, track and
troubleshoot network related issues, provide rapabout the network and
equipment, and much more.

Network monitoring software can be very helpful whe&ying to
troubleshoot network related issues, watching netwequipment and

providing performance analysis. Network monitorsaftware is a must have
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if the user is a network administrator, it also @low to monitor a single
network device or all network devices. It is comszt with observing and
analyzing the status and behavior of the managgdcisb (end systems,
intermediate systems, and sub networks). Networkitmong consists of
three major design areas [Led01, Lui99]:

» Access to monitored information: how to define nonng
information, and how to get that information fronresource to a
manager.

* Design of monitoring mechanisms: how best to obtafarmation
from resources.

» Application of monitored information: how the maoied
information is used in various management funclianaas.

Network monitoring Focus on three functional arégerformance, fault

and accounting monitoring.

2.4.1 Performance monitoring

Performance monitoring deals with measuring théoperance of the
network. There are three important issues in perdmce monitoring. First,
performance monitoring information is usually udedplan future network
expansion and locate current network usage probl8ewond, the time frame
of performance monitoring must be long enough ttaldsh a network
behavior model. Third, choosing what to measulengortant. There are too
many measurable things in a network. But the lisitams to be measured
should be meaningful and cost effective. Thisdisitems to be measured is
called network indicators because they indicateibaties of the network
[EdmOO0].
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2.4.2 Fault monitoring

Fault monitoring is a simple but pragmatic approaoh network
monitoring, as it focuses on the state of the vwarioetwork elements only, i.e.
whether an element is operational and whetheraitc®mplishing the services
and tasks that are assigned to it. It doesn't geany information concerning
the performance or activity of the network andntsles. Service faults are
detected instantly whereupon the operator is alerte

The objective of fault monitoring is to identify Utis as quickly as
possible after they occur and to identify the caafsthe fault so that remedial
action may be taken. The Problems of fault momipare [Led01]:

» Unobservable faults: certain faults cannot be observed locally (e.g.
deadlocks), and others may not be observed becthesevendor
equipment is not instrumented to record the ocogeef a fault.

o Partially observable faults: A node failure is observable, but this may
be insufficient to pinpoint the problem (e.g. faduof a low-level
protocol in an attached device).

* Uncertainty in observation: Lack of response from a remote device
may mean that the device is stuck or the networgaritioned, or

congestion causes delays.

2.4.3 Accounting monitoring

Account monitoring deals with how users use theogk. The network
keeps a record of what devices of the network seel by users and how often
they are used. This type of information is useddiling user for network

usage, and for predicting future network usage.
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Accounted resources can be: communication fadlitieomputer
hardware, services, and Accounting data can incluser identification,

receiver, number of packets, resource used [Led01].

2.5 Peripheral devices

A peripheral device is any part of a computer otlilean the
Motherboard, CPU or working memory. It is a devitteat operates in
combination or conjunction with the computer bubha@d physically part of the
computer and is not essential to the basic operatib the system, for
example, disks, keyboards, monitors, mice, printscanners, tape drives,
microphones, speakers, cameras, etc. The peripdevate consists of two
parts: the peripheral device hardware (Device @tiet), and the peripheral
device software (Device Driver).

A computer can use a network to access periphezgices. For
example, all computers on a network can accessrgeprattached to the
network. Similarly, all computers on a network cdnare files on a disk that is
attached to the network [Dou99].

A communications network connects numsgrperipheral devices to a
host computer via a single host interface (devigeed). The host interface
and each peripheral device's interface have its GRb, with software for
assigning each peripheral device a unique addréss. bus interface
associated with each peripheral device typicallyrest a unique identifier
string that is used by the host computer to idgrgiich peripheral device
connected to the network. Alternately, the host distinguish identical
peripheral devices by the order in which they arst fused. As a result,
several peripheral devices of the same type catbbeected to the network,
each being assigned a distinct network addresgHheeals can be connected
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and disconnected to the desktop bus while the mysserunning [Fre04,
WikO06].

2.5.1 Peripheral devices hardwar e (Device controller)

I/O devices or peripheral devices typically consi$ta mechanical
component and an electronic component. The eldctamponent is called
the device controller or adapter. On personal computers, it often takes t
form of a printed circuit card that can be inseitegd a slot on the computer's
parentboard or motherboard. The mechanical compasi¢ime device itself.

The controller card usually has a connector omtgy which a cable
leading to the device itself can be plugged. Mamytwllers can handle two,
four, or even eight identical devices. If the ifiee between the controller
and device is a standard interface, then compardaasmake controllers or
devices that fit that interface. Many companies gicample, make disk drives
that match the Integrated Drive Electronics (IDESonall Computer System
Interface (SCSI) disk controller interfaces. Theemging system nearly
always deals with the controller, not the devicedAhe interface between the
controller and the device is often a very low-lengérface.

Each controller has a few registers that are useccémmunicating
with the CPU. On some computers, these registarspart of the regular

memory address space [Wik06, Wo097].

2.5.2 Peripheral devices software (Device Driver)

Each device driver handles one device type, or @tjrone class of
closely related devices. Each controller has onmane device registers used
to give it commands. The device drivers issue tltesemands and check that
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they are carried out properly.

In general terms, the job of a device driver ia¢oept abstract requests
from the device-independent software and see tthat the request is
executed, it must decide which controller operatiare required and in what
sequence.

Once it has determined which commands to issu@dacontroller, it
starts issuing them by writing into the controfedevice registers. Some
controllers can handle only one command at a ti@#er controllers are
willing to accept a linked list of commands, whithey then carry out by
themselves without further help from the operasggtem. In many cases the
device driver must wait until the controller doesne work for it, so it blocks
itself until the interrupt comes in to unblock A.part from the device-driver
layer supervises [W0097]:

* Management of the name space for files and devices
» Access control to files and devices.

*  Operation control.

* File system space allocation.

* Device allocation.

» Buffering, caching, and spooling.

e 1/O scheduling.

Device status monitoring, error handling, anduialrecovery.

Device driver configuration and initialization.
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2.6 Printer

A printer is a device that interprets digital infeation and produces the
actual print by applying inks on a piece of pafgére printed content comes
from a computer system like a desktop computeretample. Usually an end
user initiates the printing process through sonaplgical user interface. Of
course, an automated software process could Beaprbcess also.

The printer represents the actual physieaice that produces the actual
print. Printers are typically connected with PC&l&d models might rely on a
serial or parallel port, whereas I/O port in thée$a models usually USB
(Universal Serial Bus). More advanced models magdepped also with for
example Ethernet, WLAN (Wireless LAN) or Bluetoahpport [Tim05].

A Printer, as referred to by the Win32 API, is ceptually an entity
comprising the printer driver, the print queue, #mel input/output path to the
physical printer. The operating system treats asigly printer as merely the
destination of a print job generated by and pasisedigh a system "Printer",

referred to in this thesis.

The most visible part of a Printer is a print qudties managed by the
Print Manager or the Printer folders in the Wind®#&sstyle user interfaces.
The printer driver is the interface to the Prirtteat is used by applications to
create print jobs via printer. The I/O path for anir consists of several

layers of system code culminating with a port momit

The port monitor is the interface to the physicahter at the down-
stream end of a system Printer and is responsablgdnsferring the data of a
print job across whatever connection exists topifmgsical printer. In the case

of bi-directional printers, the port monitor woulde responsible for
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transferring data to and from the physical prinfnis connection, and the
physical printer, is where errors occur. It is fob of the port monitor to

report those errors.

The Spooler does not query for the state of a phygrinter to which a
Printer is connected. Instead, the state of a phlgirinter determines the
success of a print job at the time it is despoolegr the port monitor. If some
error occurs in this process, the error is repotigdhe port monitor and
recorded in a print job's status information. Thp@&er, in turn, propagates

reasonable error information to the Printer Queue.

Consequently, a system Printer reports no stateme Printer queue
IS empty. In this state, the Printer is assumedy¢éa accept print jobs. This is
a valid assumption even if the physical printeinign error state such as off-
line. The operating system considers the Printadyego accept print jobs
even if, for some reason, it cannot complete dgfive the physical printer.
Such a circumstance is considered an error stateeimperating system that
must be addressed by the user. It is not considmnegtiror reportable to the
application that is allowed to complete the spapliof the print job

successfully [MhoQO0].

* Printing system

Printing is a process where an image-text, grapbicsoth- is produced
either on paper or on some other 2-diemensionéselr

The term printing system is referred to everythiregween the client and
the physical printer device. A typical system issa@ftware module that
handles some common tasks involved in printingnti?ry systems try to
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fulfill the needs of the clients, while the mushacde to the restrictions set by
the printer device. The purpose of a printing gysie to make the printing

easier for the clients. In principle a client coblel directly connected with a
printer, but in that case the client with a higherel interface, which is more

straightforward to use and hides the differencéaden printer devices.

Typically a printing system has multiple clientsining is usually a
service offered by an operating system and alagq@ications running on the
platform may use the same services.

The printing system may consist of multiple softev@arocesses that might
be hosted on different computers. On a PC thairextty connected to a
printer the printing system could refer to the pnig capabilities provided by
the operating system and would be situated on glesicomputer. If the
printer would be a network printer, the printings®m could consist of
multiple computers. One part of the system wouldbeéhe same computer
as the client process and respond to the printestguof the client. The
requests would then be forwarded over the networka tcomponent on
another computer that would actually be connectét w printer [App02,
TimO05].

At least part of a printing system relies typically the same system as the
clients, because then it can communicate with lieats through API.

Printing systems need to be compatible with varkinds of printers. For
this a printing system typically uses a printevdrifor controlling a printer
device. Printer driver is usually a small applicatthat can control and feed
data to a particular kind of printer, a printer gofier (or adapter) that makes
a printing system and a printer work together. Brsv are typically
customized for a certain printing system and aageftrinter. Printer venders

may provide several drivers that make it possiblage their printers on the
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most popular platforms.

Printer driver is configured during threnter installion. On PCs, the
driver may be provided, e.g., on a floppy disc @-ROM or fetched from
the internet. Also, because hard disc space idlysalmundant, the operating
system may readily contain the printer drivers tfoeg most popular printer
models.

In addition to submitting print jobs to the printére printing system needs
to be aware of the status of the printer. For exangprinter may be ready to
accept new jobs, be busy or be in some error dondihat requires human

intervention[TimO05].

2.7 Scanner

It is an input device used to translate a picturdyped text into a
pattern of dots which can be understood and stoyesl computerScanner is
a piece of hardware used to scan a document,creates a digital copy.
Although flatbed scanners are the most common type

It is typically connect to a computer using ondaafr methods: parallel
port, USB, SCSI, or IEEE 1394. In this project, theanner connects to
computer using USB port.

A scanner with a USB interface is as easy to atta¢he computer as a
parallel port scanner; simply plug the USB cabte mne of the USB ports on
the computer. USB connections operate significafabger than parallel port
connections. The scanner has to be communicatitigtive user application.
The method which is used in this project to conngcanner and user
application is TWAIN API [MimOO].
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2.7.1 TWAIN API

In the past, development of a new scanner ineyitabfuired the
development of a compatible driver and a samplenfaestration) program
exclusively designed for the new scanner. As theniser is upgraded, the
driver may need to be upgraded as well to maintainompatibility with the
upgraded scanner. Therefore, the use is most likelye restricted to one
specific scanner model to avoid the complicatiorleafrning new operation
methods and replacing the peripheral driver, etavplved in scanner
replacement. In view of the incompatibility amondfetent scanners and
peripheral equipment and the accompanying incomvemsi, there was a
demand for standardization of the related hardwacesoftware, and TWAIN
was established as a result.

TWAIN defines a standard software protocol and ARir
communication between software applications andy@recquisition devices,
and provides easy integration of image data betviggut devices, such as
scanners and digital cameras, and software apipinsat

The TWAIN initiative was originally launched in 129y leading
industry vendors who recognized a need for a stansiaftware protocol and
API that regulates communication between softwamieations and imaging
devices (the source of the data), TWAIN definest tendard [FujO1,
Twa06].

With TWAIN, an application program can acquire irmaghrough any
device that complies with its specification. Anyasoer, or other image
acquisition device, to function properly, needs TWIAIN data source from
its manufacturer as well as the TWAIN DLLs. Theueed TWAIN DLLs

are provided with Imaging.
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TWAIN was designed to provide a consistent, eamgmation of image
data between sophisticated input devices and sadtagplications. The goals
of TWAIN are [Twa06]:

* Multiple platform support - The interface must woacross many
operating systems. The use of platform-specifichrmasms should be

kept to a minimum.

e Support for multiple devices - These include harttthscanners,
flatbed scanners, slide scanners, image captureddoar frame
grabbers, digital cameras and image databasesaal bamge of raster

Image- generating devices.

* Widespread acceptance - Provide an interface shaell-defined and
enables the majority of the leading hardware affifveoe developers to
provide drivers for their devices or include suppthrough their

applications.

» Extensibility and revisions - As the industry growise specification's
architecture should be extensible and able to leandw, unknown
conditions. Revisions will be backwards-compatiiéh code written

to earlier versions of the specification.

» Easy implementation - The interface and its docuatem should be
clear, well structured, well written, and intuitlyedesigned for

developers to learn and write the code for it.
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2.7.2 Communicating with TWAIN

TWAIN enables users to acquire images directly faominput device.
Hardware vendors can write a single TWAIN driver &odevice, which can
then be used by all TWAIN applications to acquimages. Figure (2.5)
presents a simple overview of the relationship ketwinput devices and

applications using TWAIN.

User's application

TWAIN data source

Device driver

Imaging device

Figure (2.5): TWAIN architectural overview.

Figure (2.5) uses a four-layer protocol to illustrbow applications and
input devices communicate using TWAIN. Table (2jlines the four-layer

protocol and its function [MimOO].
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Table (2.1) TWAIN architectural layer functions

Architectural | Function

layer

User’s Represents the user’s application, used to scatherwise

application |acquire an image from a TWAIN input device, suclaas
scanner or camera.. The application requestingiage sendg
the request to the TWAIN data source.

TWAIN data|lmplements instructions and communications requioed

source transferring the image.

Device drive[Represents the input device.
The software elements that control acquisitiondedalata
sources, reside in this layer. A data source iE&ly a
TWAIN driver written by a hardware vendor to getalrom a
hardware device and pass it to a TWAIN application.

imaging Represents a physical input device, such as a scandligital

device |camera.

2.8 Camera

Camera is a video capture device. The video captevece is a source

of video information placed in the frame buffer.eTvideo source might be a

video camera, video player, or television tunere Tormat of both the

incoming signal and the data placed in the framiéebus controlled by the

video captu

re hardware. The way which used to aonmetween the

application and camera device is Video for Windgw&V) API [Mvi00].
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e Video for Windows (VW)

VIW was a multimedia technology developed by Miafvghat allowed
Microsoft Windows to play digital video. VfW is thast video capture and
display system developed by Microsoft for the Wiwdooperating system.
The design of VW video capture was optimized fapttiring movies to disk.
Features important to video conferencing, TV vieyyicapture of video fields,
and ancillary data streams are missing from the Vd¥hitecture. To
circumvent these limitations, vendors augmented VB implementing
proprietary extensions. However, without standadimterfaces, applications
that use these features must include hardware-depénode.

There were three components in VIW. The technolimgyoduced a file
format designed to store digital video, Audio Videaerleave (AVI). The
technology provided an application programming rigige that allowed
software developers working on the Windows platfaoradd the ability to
play or manipulate digital video to their own appglions. Lastly, it includes a

suite of software for playing and manipulating thtjvideo [Ans06, Wkp06].

2.9 Java Native Interface (JNI)

JNI is the native programming interface for javattis part of the java.
The JNI allows java code that runs within a JaveWal Machine (JVM) to
operate with applications and libraries writterother languages, such as C,
C++, and assembly programmers use the JNI to wative methods to
handle those situations when an application cahaowritten entirely in the
java programming language. It may need to use aatethods and the JNI in

the following situations [Jav05]:
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» The standard java class library may not supporpthtdorm-dependent
features needed by the application.

» There exists a library or application written ino#mer programming
language which it needs to be accessible by jaghcapions.

* A small portion of time-critical code needs to lmeplemented in a
lower-level programming language, such as assenralg,then called

by java application.

Programming through the JNI framework lets the ugse native
methods to do many operations. Native methods reawriiten explicitly to
solve a problem that is best handled outside of jgdva programming
environment. The JNI framework lets the native rodthtilize java objects in
the same way that java code uses these objectatidermethod can create
java objects, including arrays and strings, anchthespect and use these
objects to perform its task. A native method caoahspect and use objects
created by java application code. A native methad even update java
objects that it created or that were passed &nid, these updated objects are
available to the java application. Thus, both théue language side and the
java side of an application can create, update aagndss java objects and then
share these objects between them.

Writing native methods for Java programs is a rraikp process. The

programmer has to perform the following steps [$4v0

1. Begin by writing the Java program. Create a Jaasscihat declares the
native method; this class contains the declarabiosignature for the
native method. It also includes a main method wtualts the native

method.
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2. Compile the Java class that declares the nativlaadeand the main
method.

3. Generate a header file for the native method usivah with the native
interface flag -jni. Once the header file is getentaghe formal signature

for the native method is defined.

4. Write the implementation of the native method i® ghrogramming
language of the programmer choice, such as C ot C++

5. Compile the header and implementation files inshared library file.
6. Run the Java program.

Figure (2.6) illustrates the above steps.
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Write the java code

A 4
J-file.java

A 4
Using javac to compile the java coge

e J-file.class

A 4

Using javah —jni to generate
header file

!

j-file.h

Stdio.h

Write the implementation
of the native methc

Y~ Jnih

C-file.C++

A 4

Compile the native cide

and load the shared library

A 4

C-file.dll

Run the program using the
java

Running

Figure (2.6): Stepsfollowed to write native method.

(------- » means run the clas
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